Nozomi Networks Delivers First Embedded Security Sensor for ICS

HoBoe npegnoxeHune B obnactu 6esonacHoctn — Arc Embedded — obecneynBaet
pacLUMpeHHy BUANMOCTb BHYTPEHHUX orepaumnii MPOMbILLIEHHbIX CUCTEM yripaBJ/IeHNs] U
MX 110/1eBbIX aKTUBOB B PEXMUME PeasibHOro BpeMeHU AJ1s1 06eCreYeHus ysydLleHHOro
O6Hapy)XxeHWs1 aHoMaJsini 1 yrpo3 rnpu 04HOBPEMEHHOM YCKOPEHUN BPEMEHU
pearvpoBaHmsi.

CAH—®PAHLIUCKO, 23 utona 2024 r. - KomnaHusa Nozomi Networks Inc., nuaep B
o6nactu 6esonacHocTn OT n UHTepHeTa BelLewn, CerofHss aHOHCUpoBarna nepBbiv B
oTpacnu gaTynk 6e3onacHocTu OT U MHTepHETa BeLLel, KOTOpbI paboTaeT B
nporpamMmMumpyemblix normdyeckux koHtponnepax (MJ1K) Mitsubishi Electric. C Arc
Embedded rpynnbi 6e30nacHOCTU K 3KcnyaTauumm Nony4vyatoT paHee HeJOCTYMHYHO
MHbOpMaLMIO O TEXHOIOMMYECKOM YPOBHE CBOEro 060pyA0BaHNS MPOMBbILLIIEHHOW
aBTOMaTU3aL MM 1 NONEBbIX aKTUBOB, @ TakK)Ke BO3MOXXHOCTb aHaiM3npoBaThb U
npefoTBpaLlaTh yrpo3bl Ha YpOBHE NPOLECCOB U AENCTBUA 3M10YMbILLNEHHUKOB 6€3
ywepba onsa TeKyLwmx pecypcoB UM HapyLLeHUs paboTbl KPUTUYECKN BaXKHbIX ceTen. B
pesynbTaTe OpraHM3aunn BbIUFPbIBaOT OT NOBbILEHMS ONepaLMOHHON YCTOMYMBOCTH U
BpeMeHN 6€30TKa3HOM paboTbl, CHUKEHUSA KNOGEPPUCKOB U YNyULLEHNS COOTBETCTBUS
TpeboBaHUSAM.

“[lNs Hac 60oMblUas YECTb COTPYAHUYATbL C HOBATOPOM M nnaepom oTpacnu Mitsubishi
Electric B o6nactun BHegpeHusa Arc Embedded B nx MJ1K", - ckazan coydypeautens u
ncnonHutenbHbln anpektop Nozomi Networks AHgpea KapkaHo. “Arc Embedded moxeT
Nn3MeHuTb To, Kak CISO ynpaBnstoT 1 3aluLaloT KpUTUYECKN BaXKHYHO MHDPaCTPYKTYpY,
pacnpocTpaHsasa 6€30MNacHOCTb Ha MPOMbILLIEHHbIE CUCTEMbI YNPaBNEHNS U YEPES HUX,
BMAOTb [0 NOMEBbIX aKTUBOB, KOTOPbIMW OHU YyNpPaBAsitoT”.

“Mitsubishi Electric ansietca ngeanbHbIM NapTHEPOM AN peanusauunm aTomn
MHUUMaTUBbI 6narofaps CBOen CTpacTu K MHHOBaLMSIM W HENPEB30NAEHHOMY
NOHUMaHWIO aBToMaTu3aumu’, - npogomkmun KapkaHo. “bnarogapsi Halwen COBMeCTHOM
paboTe 3aka34mMKuM U3 pasIMYHbIX OTpacien NPOMbILLIIEHHOCTM MOTYT YyBCTBOBaTb Cce64
yBepeHHO, BHeapsist Arc, BcTpoeHHbIn B MNMJ1K Mitsubishi Electric, noBbiwwasn 6e3onacHocTb
Ha BCceM MNyTH, BNAOTb 0 GU3nYecKoro npowecca. 3To peBOOLMOHHbIN MOAXOA,
KOTOPbIN NO3BONSAET pacLUMPUTb YraybrneHHbI MOHUTOPUHI aKTUBOB, CETEBOIo Tpaduka,
O6HapY>XeHUA aHOManuin n naeHTUuGMKaLumn yrpos B peXxmume peanbHOro BpeMeHu
HernocpeACTBEHHO Ha CpeACTBa yrnpaB/ieHus npoueccaMmn. B KOHEYHOM cyeTe, 3TO
noBbllWaeT 6€30MacHOCTb MPOLLECCOB aBTOMaTU3aL M1, OT KOTOPbIX Mbl 3aBUCUM, U
npoby>xaaeT BooH6paXKeHne o TOM, YTO BO3MOXXHO, KOrfa NoBbllLeHHast 6€30NacHOCTb
BCTPOEHa Ha ypOBHe yCTpoucTBa ".


https://www.nozominetworks.com/

"PelueHuns, obecneymBaroLL e HaJeXXHYHo 3almTy OT HECAHKLMOHNUPOBAHHOMO AOCTYNa U
HernpepbIBHYK paboTy CUCTEMbI, ABMSAKOTCSA NPUOPUTETOM B MPOAOIKAKOLLENCS
undposomn TpaHchopmauum Mitsubishi Electric”, - ckazan KyHuxumko Kara,
npeactaButenb Mitsubishi Electric, ncnonHutenbHbIn AupeKTop 1 Bnageney 6usHec-
HanpasneHus Industry & Mobility. “CoueTaHne TexHONOrM NPON3BOACTBEHHOIO
KOHTPOMA 1 MHPOPMaALMOHHOIN cucTeMbl 6e3onacHocTu Mitsubishi Electric ¢
TEXHONOrMAMN BM3yanuaauumn n obHapyxxeHus sTopxkeHun Nozomi Networks nossonsiet
HaM BHOCUTb CBOWM BKag B co3faHue 60osee 6€30MacHOro u ycCTomynBeo
pasBuBatoLleroca obuecrtea’.

MJIK - 3TO NPOMBbILLNIEHHbIR UMDPOBOM KOMMNbIOTEP, NPeaHa3HaYeHHbIN ons
aBTOMaTU3aL M1 NPOM3BOACTBEHHbIX NPOLECCOB, 06eCcneyYnBatoLLnin BbICOKYHO
HafEeXHOCTb U MPOCTOTY NporpaMmmMunpoBaHus. LLInpoko ncrnonbsyemMble B pasnnyHbIxX
oTpacnax npomMbliwneHHocTH, NJIK nosbiwatoT apdheKTUBHOCTL paboThbl, 06ecnevnsas
06paboTKy AaHHbIX B peXUMe peasibHOro BpEMEHU U yripaBfieHNe B XXECTKUX YCII0BUAX
akcnnyaTaumun. NMJIK cemenctea MELSEC iQ-R oT Mitsubishi Electric apnsatotca ogHUMM
N3 cCaMbIX COBPEMEHHbIX U NPOABUHYTbIX B MUPE, YTO CNOCOOGCTBOBAsO pa3paboTke
9TOro HOBOrO BCTPaMBaeMOro pelleHus ansa obecnevyeHmsa 6e30nacHoOCTU.

The PLC market is expected to reach $22 billion by 2030 as more industries embrace and
expand their use of automation, driving the need for better control-level cybersecurity.
Recent CISA advisories on attempted PLC exploits are a harsh reminder that a related
attack could shut down production, or cause a public safety crisis.

Arc Embedded transforms existing industrial control systems into secure-by-design
assets, offering a fully integrated security layer from an independent vendor that delivers
robust, comprehensive protection for today's in-production systems.

The newest component in Nozomi Networks' award-winning, Al-powered OT/IoT security
platform, Nozomi Arc Embedded in Mitsubishi Electric PLCs makes it possible for the first
time ever for organizations to monitor east-west activity in order to detect and respond to
cyber incidents at the PLC level before they can do harm or escalate across the entire
industrial operations environment. This proactive approach strengthens operational
resilience, reduces downtime, protects critical infrastructure, and maintains process
integrity.

Arc Embedded on Mitsubishi Electric PLCs delivers:

1. Real-time visibility and security from the network endpoint to the manufacturing floor
to enhance data integrity, more accurately detect PLC anomalies, and detect
unauthorized access (intrusions).

2. Al-powered protection to provide continuous monitoring for real-time learning, faster
responses to security incidents and more robust detection of known and unknown
vulnerabilities.


https://www.cisa.gov/news-events/alerts/2023/12/01/cisa-and-partners-release-joint-advisory-irgc-affiliated-cyber-actors-exploiting-plcs

3. Innovative visibility and protection for devices connected to the PLC “backplane” to
understand module health and status, normal and abnormal communications
patterns, all configuration changes, and firmware integrity.

Arc Embedded is available now for Mitsubishi Electric iQ-R series PLCs via a subscription-
based model, available from Mitsubishi Electric, Nozomi Networks, and an extensive
global network of Nozomi Networks channel partners.

For more information:

Join our August 27th Webinar: Meet Arc Embedded

Read the Blog: Securing Critical ICS Assets with Nozomi Arc Embedded
About Mitsubishi Electric Corporation

With more than 100 years of experience in providing reliable, high-quality products,
Mitsubishi Electric Corporation (TOKYO: 6503) is a recognized world leader in the
manufacture, marketing and sales of electrical and electronic equipment used in
information processing and communications, space development and satellite
communications, consumer electronics, industrial technology, energy, transportation and
building equipment. Mitsubishi Electric enriches society with technology in the spirit of its
“Changes for the Better.” The company recorded a revenue of 5,003.6 billion yen (U.S.$
37.3 billion*) in the fiscal year ended March 31, 2023. For more information, please visit
www.MitsubishiElectric.com

*U.S. dollar amounts are translated from yen at the rate of ¥134=U.S.81, the approximate
rate on the Tokyo Foreign Exchange Market on March 31, 2023.
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