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GOENEPAJTBHAS CNTYIKBA-
ITO TEXHUYECKOMY U 3KCITOPTHOMY KOHTPOJIIO

(@CTIK Poccun)
IIPUUKA3
«/f» anpess 2025 r. Mocksa Ne JfF

006 yrBepxpennn TpeboBauuii
o0 3anMTe MHQOPMALMK, coePIKaLIeiics B rOCYAAPCTBEHHBIX MHMOPMANMOHHDBIX
CHCTEMAX, MHbIX MH(GOPMaIlMOHHBIX CHCTEMAX rOCYAaPCTBEHHBIX OPTaHoOB,
roCyJapCTBEHHbIX YHHTAPHBIX NPEANIPUATHIA, TOCYSAPCTBEHHBIX YUpPeKAeHMI

B cootBerctBMM ¢ 4vacThio 5 crtathM 16  DemepanbHOro - 3akoHa
or 27 miona 2006 r. Ne 149-903 «06 wuHpopmaumy, MHPOPMALMOHHBIX TEXHOJOTUIX
n o saumTe uHopmauuu», NyHKTOM 2 M noanyHkToM 9! myerra 8 ITonoxkeHus
0 QenepanbHOi CAYKOE MO TEeXHUYECKOMY ¥ 3IKCIIOPTHOMY KOHTPOMIO, YTBEPXKOEHHOIO
VYrasom [lpesupenra Poccuiickoit ®epepamym or 16 asrycra 2004 r. Ne 1085,
IMMPUKA3BIBAKR:

1. Yreepaurh npunaraemble TpeGosaums o samwmrte MHGOPMALMKM, COmepRalleics
B TOCYNApCTBEHHBIX MHGOPMAILMOHHBIX CUCTeMaX, MHbIX MHGOPMALMOHHBIX CUCTeMaXx
rOCYAApCTBEHHBIX OpTraHoB, roCyIapCTBEHHBIX YHUTApPHBIX IPEATIPUSITHI,
rOCYAapPCTBEHHBIX YUPEsKACHUIA.

2, IIpu3HaTh YTpaTUBUIMMMU CUY:

npukaz PCTOK Poccuu or 11 cdespana 2013 r. Ne 17 «0O6 yrBepxaeHnn
Tpebopannit o 3amre uRbOpMaUMM, HE COCTAB/MIOIEH TOCYIAPCTBEHHYIO TaifHY,
CONepIKAIeNicsl B TOCYAAapCTBEHHBIX MHGOPMAIMOHHBIX CUCTEMax» (3aperMCTPUPOBaH
Munioctom Poceun 31 mas 2013 r, perucrpauyonnsiit Ne 28608);

npukas PCTIK Poccuu ot 15 ¢eBpana 2017 r. Ne 27 «O BHeceHUMM M3MeHeHMIA
B TpeGoBanua o salure MHPOpMALUMM, HE COCTABAAIOLIEN TOCYAapCTBEHHYIO TaliHY,
cofiepKalllelics B TOCYRAapCTBEHHBIX MHQPOPMALMOHHBIX CUCTEMAX, VTBepKIEeHHbIE
npukasoM @efepanbHOM CTYKOBI 0[O TEXHWYECKOMY M 3KCHOPTHOMY KOHTPOJIIO
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or 11 ¢eBpana 2013 r. Ne 17» (sapeructpuposan Munroctom Poccuu 14 mapra 2017 .,
perucTpaumoHHbiint Ne 45933);

npukas OCTOK Poccum or 28 mag 2019 . Ne 106 «O BHeceuuu M3MeHeHMIt
B TpeGoBamus o saumre MHGOpMAlMM, He COCTABIAIOLIEH TOCYHAPCTBEHHYIO TajiHy,
CONEP)RAILENHCS B TOCYHAPCTBEHHBIX MHPOPMALMOHHBIX CHUCTEMAX, YTBEPKICHHBIE
npykasoM QenepanbHOM CITYXGbI N0 TEXHUYECKOMY ¥ 3KCIIOPTHOMY KOHTPOJIO
or 11 deppang 2013 r. Ne 17» (3apermcTpupoBan Munioctom Pocemm 13 CeHTaAdps
2019 r., peructpaumonHseii Ne 55924);

npuras PCTOK Poccun ot 27 ampens 2020 r. Ne 61 «O BHecenmu m3sMeHeHus
B npuka3 PCTIOK Poccun or 28 maa 2019 r. Ne 106 «Q BHeceHMM W3MEHEHMI
B TpeGoBaHMa © 3aumTe MHGOPMaUMM, He COCTABJSIOILIEH TOCYAAPCTBEHHYIO TAalHY,
COBEPIRAILeMC B TOCYNAPCTBEHHBIX WHQOPMAIIOHHBIX CHUCTEMAX, YTBEPKACHHBIE
npukasoM DefepanbHON  CMYKObI IO TEXHMYECKOMY M SKCIIOPTHOMY  KOHTDOJIO
or 11 despans 2013 r. Ne 17» (3aperucrpuposan Mumnrocrom Poccum 12 mast 2020 T,
perucTpauyoHHb Ne 58322);

NYHKT 1 M3MeHeHuH, KoTopble BHOCATC B TpeboBauust o 3aumTe mHbopMaumuy,
He COCTAB/SIOLIEH TOCYJAPCTBEHHYIO TaiiHY, COOEDKALIEHACT B TOCYAPCTBEHHBIX
MHPOPMALMOHHbIX ~ CHUCTEMAaX, YTBeDXKAEHHBle TpURA3oM (DefepalbHON  CITyXObI
0 TEXHWYECKOMY U 3KCIOPTHOMY KOHTpomo of 11 ¢espanas 20131 Ne 17,
u B TpeboBaHus no obecreveHMI0 Ge30MACHOCTH 3HAYMMBIX OGBEKTOB KPUTHMUECKOL
vH(pOPMALKOHHON MH(PacTPYKTYpsl Poccuiickoii ®elepaiy, yTBEpIKAEHHBIE IPMKAZOM
PenepanbHOM CAYKOBI MO TEXHUYECKOMY M 3KCHOPTHOMY KOHTpOMIO OT 25 Jexabps
2017 r. Ne 239, ytBepxaenHbix mpukasoM @CTIK Poccun ot 28 aerycra 2024 ©. Ne 159
(3aperucrpuposad Muniocrom Poccnn 24 oktsibpsa 2024 r., perucrpaumoHHblit Ne 79900).

3. YCTaHOBUTb,  4TO  aTTeCTaThl  COOTBETCTBMS HAa  TOCYJAPCTBEHHBIE
MH(}OPMALMOHHbIE CUCTEMBI M yHBIE MH(OPMAIMOHHLIE CUCTEMbI, BbIAAHHbIE 10 AHS
BCTYIUIEHMS B CHMJTY HACTOSAILETO IPUKA3a, CUMTAIOTCS AeHCTBUTETbHbIMHA,

4, Hacrosumit mpukas Berynaet B cuny ¢ 1 mapra 2026 &

JAUPEKTOP ®EJEPAJIBHOMN CIIYKBbI
INO TEXHUYECKOMY U SKCITIOPTHOMY KOHTPOJIO

%"7 B.CEJIUH




VTBEPX/IEHBI
npukazoM PCTIK Poccuu
0T « L‘{ » anpens 2025 1. Ne ‘(_{?'

TpeboBanus
0 3amuTe HHGOPMAIHH, coOAepPsKaLIeHCcS B rocyJapcTBeHHbIX HHGOPMAaHOHHBIX
CHCTEMAX, HHBIX HH(OPMANHOHHBIX CHCTEMAX IOCYAAPCTBEHHEIX OPraHoB,
rocyIapcTBeHHbIX YHHTAPHBIX HPEINPHATHH, FOCyAapCTBEHHBIX YUPeKICHHA

I. Oomue mooxkeHAnA

1. TpeGoBanus o 3amutre HHPOpMALMH, COAEPKALIECHCA B TroCyJapCTBEHHBIX
HH$OPMAIHOHHBIX CHCTEMAX, WHBIX HH(QOPMALHOHHBIX CHCTEMAaX TOCYIapCTBEHHBIX
OpTaHOB, FOCYAAPCTBEHHEIX YHUTAPHBIX NMPEANIPHATHH, TOCYJapCTBEHHBIX YUPEKICHHH
(manee = —  TpebGomauus), npuUMEHMOTCA W1 obecriedyeHHs  3aILMTE
(HekpunTorpapHIeCKUMHA METOIAMH) uHGOpMANHH, [IpeIOTBpaLeHHA
HECAHKLHOHMPOBAHHOTO JOCTYNa K WHGOpMANUH, CICHUANBHBIX BO3ACHCTBUH Ha
uHGopMann (HOCHTENH HHGOPMALHH) B LEMAX ee IOOLIBaHUA, YHHYTOXKEHHS,
HCKaXeHHUs,  ONOKUpOBaHHA  JocTynma K HHpopMaumu,  cojepkameiicsa
B (DYHKIMOHHPYIOIUHX Ha TeppuTopuH Poccuiickoit denepannn rocyaapcTBEHHBIX
WHGOPMAIHOHHKIX CHCTEMAax, HHBIX HMH()OPMAIIHOHHBIX CHCTEMAaX TOCYAAPCTBCHHBIX
OPraHoOB, FOCYAAPCTBEHHBIX YHUTAPHLIX MPeANpPUATUN, TOCYJAPCTBEHHEIX YYPEKICHUH
(mayee COOTBETCTBEHHO — 3allUTa HHGPOPMAIMU, HHGOPMAIIMOHHBIE CHCTEMBI).

2.B ciaydae mnepemaud W3 TOCYJApCTBEHHOH HHQPOPMALHOHHOH CHCTEMBI
HH()OPMAHUK, AOCTYN K KOTOPOH OTpaHHYEH B COOTBETCTBHH € 3aKOHOJATENbCTBOM
Poccuiickoit ®enepanmn  (ganee — HHPOpPMALMA OTPaHHYECHHOIO JOCTYIA),
HH(QOPMAIIMOHHAA CHCTEMa, B KOTOPYIO MepeAacTcs HH(OpMalHs OrPaHHYCHHOIO
JOCTYNa, [MHOJDKHA COOTBETCTBOBATh TpeOoBaHMAM © 3amure HMHOOPMALIUH,
YCTAaHOBJICHHEIM B COOTBETCTBHH ¢ 4YacThl0 5 cTathM 16 denepanpHoro 3axkoHa
ot 27 moma 2006 r. Ne 149-®3 «0O6 mupopManuu, HHQOPMAIIHOHHBIX TEXHOJIOTHAX
# o zamure HHPopMamum»'. CocTap mepemaraeMoil MH(GOPMALMH OrPAaHHYEHHOTO
JOCTYTA, LENH €€ 3aUIUTH H YPOBEeHb 3allMIEHHOCTH B COOTBETCTBHH ¢ TpeboBaHUAMH
DOIDKHBI YCTAaHABNHBATLCA oOnamatenem HH(OPMALIHH, 33aKa34YHKOM, 3aKITEOYHBIIHM
KOHTPAKT Ha cO3RaHHe WMHGOPMALHMOHHBIX CHUCTEM, ONEPATOpOM HHGOPMAIMOHHEBIX
cHcTeM (Janee — omeparop (obmagatens HHGOPMALIHH ).

''Jacte, 8' cTateu 14 DenepansHoro zakoHa ot 27 wiona 2006 r. Ne 149-®3 «O6 undopMaun, HAGOPMALHOHHEX
TEXHMIOTHAX | O 3aIUNTE HAGOPMALHIY.
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3.B MyHMUMNaNBHHIX HHGOPMALMOHHEIX CHCTEMax 3alluTa HHGOpMAalKH
00ecTieunBacTCs B COOTBETCTBHH ¢ TpeOOBaHHMSMH, €CJIH HHOE HE YCTAHOBIICHO
3akoHoAaTenbeTBOM Poccuiickoit ®eaepanum.

4. TIpu o6paboTke H XpaHEeHHH B MH(POPMAIMOHHBIX cHcTeMax HHQOpPMaLKH,
cofiepkamieii CBeJeHHS, COCTABILIIOMNE FOCYIAPCTBEHHYIO TAifHy, €¢ 3aIMTa J0JDKHA
obecriedqMBaTLCL B COOTBETCTBHH ¢ TpeOOBaHHMAMH MO TEXHWYECKoil 3amuTe
HHOPMAIIHH, COepKaNIeH CBEICHHS, COCTARISMIONINE NOCY/IAPCTREHHYK) TAHHY,

5.IIpu obpaboTke B HH(POPMALUMOHHBIX CHCTEMAX HHPOPMAIlMH, COAEPKalleH
HepPCOHANBHBIE JaHHbIC, JODKHEI MPUMEHATHCS 1peboBaHUA K 3aIUTE NEPCOHATLHBIX
JaHHBIX mpH ux o0pabotke B HHPOPMALMOHHBIX CHCTEMaX MEPCOHANBHBIX JAHHBIX,
yTBEep)KAeHHBIE nmocTaHoBIeHueM [IpaBuTenscta Poccuiickoit ®eaepanuu ot 1 Hoa6pa
2012 r. Ne 1119, u Tpebosanus.

6.B cnydae ecnm HH(pOpPMAIOHHAs CHUCTEMa SBIACTCA 3HAYMMBIM OOBEKTOM
Kputudeckod HHbopMalnoHHOH HHppacTpykTyphl Poccniickoii ®emepaupy, 3ammra
coaepxameiicas B Hedl HHOOPMAUMH JO/DKHA OOECHCYMBATECA B COOTBETCTBHH
¢ HOPDMATHBHBEIMH TIPABOBHIMH aKTaMM, IPHHATHIMM HA OCHOBaHHH CTaTbH 6
®enepansHOTO 3aK0Ha OT 26 Hioa 2017 r. Ne 187-®3 «O 6e30macHOCTH KPHTHUSCKOH
uHpOpManHoHHOH HHPpacTpykTYphl Poccuiickol ®enepanum», u TpebosaHusaMH.

7.B cnyuae MCHONB30BaHHA JUIA 3amUTel HHQPOPMALMH, colep Kallencs
B HMHPOPMAaLHOHHBIX CHCTeMaX, LIH¢pOBaNbHBIX {(KpUITOIpadU4YeCKHX) CpPeacTB
3aIUUTEl HHQOPMAIIUM JODKHEI HPUMEHATHCS TpeGoBaHMA O 3auluTe HHpOpMalHH,
ycraHoBneHHBle OCB Poccun B COOTBETCTBHH ¢ 4acTeiO 5 c1athd 16 DegepanbHOro
3akoHa oT 27 wmwomt 2006 r. Ne 149-®3 «06 wundopmanuu, HHGOPMAIMOHHBIX
TEXHOJIOTHAX U O 3aIuTe HHpopManum», 1 TpeGoBamus.

8. dyHKUHOHHPOBaHHE HHGPOPMALMOHHBIX CHCTEM Ha Oaze HHPOpMALMOHHO-
TeIeKOMMYHHKAILIMOHHONH HHOPACTPYKTYPB® [AONYCKAaeTcd IPH YCIOBHU 3allUTHI
HHPOPMALIMOHHO-TEIICKOMMYHHUKALIMOHHOH ~ HHQPAacTpyKTypel B COOTBETCTBHH
¢ TpeboBanHsAM™.

9. Oneparop (obOnagarens HMHGOPMAUUH) JO/DKEH 0O0ECHEUHBATDL 3AlMTY
HH$OPMALMU COOTBETCTBUH ¢ TpeboBaHMsAMH Ha Bcex cragusax (3Tanax) obpaboTku H
XpaHeHUA HHGOPMALHH, CO3NAHHA H Pa3BUTHA (MOJCPHM3ALMM), SKCIUTyaTallud H
BBIBOJA U3 SKCIUIyaTALHH HHPOPMALMOHHBIX CUCTEM B paMKaX (pyHKIHH, BEINOMHACMBIX
HMH B COOTBETCTBUH ¢ DenepaibHbIM 3aKOHOM oT 27 miona 2007 r. Ne 149-03 «O6
uHbOPMaLH, HHPOPMALMOHHBIX TEXHOJIOTHAX U O 3allIUTE HHPOpMALH».

10. Onepatop (oOnagarens HHGOpPMAIMH) OMKCH OOECIECYNBATh 3aIUTY
uHbopManuH, 06pabaTrBaeMy1o B HH(OPMAIHOHHBIX CHCTEMAX, B LENAX:

2 Mognynxt 9! nynkra 8 Monosxetna o Penepanprod cryxbe no TeXHHISCKOMY U SKCIIOPTHOMY KOHTDOTIO, YTBSPKACHHOTO
Vkazom [Ipesunenta Poccuiickoil Geaepaunu ot 16 arycra 2004 r. Ne 1085 (aanee — [lonoxkerue o @CT2IK Poccun).
*Myakr 3 Monomennus o6 yuere HT-akTHBOB, HCIONL3YEMBIX [UIA OCYILECCTBACHHA ACATENBHOCTH MO LH(POBOH
TpaHCGOPMAUANM CHCTEMEl TOCYHAPCTEEHHOTC (MYHHIHOANBHOIO) YNPABNCHNMA, YTBED/KICHHOTO INOCTAHOBICHHEM
Tipapnrenvcrea Poceuitckoit Mepepamyn ot 1 vroma 2024 r. Ne 900.
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a) HEJOMYU[EHHA (CHIDKCHUS BO3MOXKHOCTH) HACTYIUICHHMS  HCTATHBHBIX
nocaeacTBHi  (COOBITHI) OT HapylmieHHs KOHOWUICHUMAISHOCTH, LEIOCTHOCTH,
JOCTYmHOCTH HHGopMalMH {(Jajlee — HapylueHne fe30nacHOCTH HHPOpMaLUK);

0) HegonylleHHA (CHHXKEHHA  BO3MOXKHOCTH) HACTYIUIEHHSA  HETATHBHBIX
nocneaAcTsHi (coOpiTHil) OT HapyLIeRUa GYHKIMOHUPOBAHUA HHPOPMALMOHHEIX CHCTEM
BCIEICTBHE pealu3alii (BOSHHKHOBEHHA) yrpo3 6e30nacHOCTH HHDOPMALIHH.

11. Oneparop (obnagatens HHGOPMALUUH) JODKEH ONPECACIHTH LEKH 3aLIHTHI
HHGOPMAIHMHU B 3aBHCHMOCTH OT OJKHJASMBIX Pe3yJIbTaTOB OT MPOBEACHU MEPOLIPUATHH
¥ OPHHATHA Mep To 3ammTe uH(popmaumnu. HeratnpHbte nocneacrsus (CoObITHA)
onpenenAoTes omeparopom (obnamarenem uHGpOpMALMH) HA OCHOBC HH(OPMALIMH,
cozepaneiica B GaHke JaHHBIX yrpo3 GesonacHocTd HHopMan OCTIK Poceun®.
TMocpencTBoM BBINONHEHHA omeparopoM (ofmazareneM HH(POPMAalHMH) 3a1a4 3aUIHTHI
HHGOPMaALUH JOJDKHBI OBITH JOCTHTHYTHI L€/ 3aIHTH! HH(OOPMAIHH.

12, TpeboBaHMa He PacOpOCTPaHAIOTC Ha HHQOPMAlMOHHBIE CHCTEMBI
Anvuauctpauui  IIpesunenta Poccuiickoit  ®Penepanum, ammapata Cosera
besonacuoct  Poccmiickoit ®epepaunn, PDepepanpHoro Cobpamms Poccuiickon
®enepamun, Anmnapara [IpaButensctsa Poccuiickoit ®enepanun, KoHcTHTYLIHOHHOTO
Cyna Poccuiickoii ®@enepaunn, BepxopHoro Cyaa Poccuiickoit @eepaiuy, a TAkKe Ha
HHQOPMAlLIMOHHBIE  CHCTEMBI  TOCYJApCTBCHHBIX  OPraHOB,  OCYLIECTB/IAIOIINX
pa3BelIBIBATENBHYIO H KOHTPPAa3BEABIBATCIBHYIO ACATENBHOCTh, HH(POPMAIHOHHEIC
CHCTEMBI, 00€CHEUNBAIOIINE YNPABIACHHE BOOPYXEHHEM, BOCHHOH H CHEHHATBHOM
TEeXHHUKOH.

I1. Opranuzanas AeATeJLHOCTH N0 3aHTe HHGOPMALMH
H YIpaBJjieRHe AAHHOH JesTeJbHOCTBIO

13. Onepatop  (obGnamatenr  uHGOpMallMH)  RODKEH  OPraHH3OBBHIBATH
JNeITeNBHOCTE MO 3aliuTe HHpOpMalmMM M YIOPaBIATh €0 B  COOTBCTCTBUH
¢ TpeGoBaHUAMHU.

14. OpraHnzanus ASATENBHOCTH IO 3anUTe HHPOPMALIMHK A0DKHA BKIIOYATD:

a) pa3paboTKy M YTBEPXKJCHUE MMONHTHKH 3alIUTBl HHQOPMALIHK, COAepXalueH B
TOM YHCIIE:

obmacte  OeHCTBHA  NMOJMTHKYM,  BKIOYas  NepeYeHb  HHGpOpMaLuu,
MH(POPMAIIHOHHBIX CHCTEM, KOMIIOHEHTOB WH(OPMALHOHHO-TEICKOMMYHHKALHOHHOM
HH(PACTPYKTYPBI, NOATISKAIMMX 3aIIUTE B COOTBETCTBHU ¢ TpeGoBaHUsAMY;

LIeJIH H 381844 3aU[UTh HH)OpMaLuy;

HPUHLUIEL 3aIIHTH HHGOpMaLIUY;

* MNomnyser 21 nyuxra 8 IMonoxkenna o PCTIK Poccum.
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nepeyHd 00BEeKTOR 3allUThl, BKIIIOYasA [POrpaMMHBIE, MPOrPaMMHO-allapaTHLE
cpeacTBa, HH(OpMallMOHHBIE CHCTEMEI, CETH U OACETH, 00pasyomue HHPOpMalHOHHO-
TENeKOMMYHHKAIIMOHAYIO HHPPACTPYKTYDY;

KATETOpUU JIHI[, YYacCTBYIOIIMX B 3awure wHHbopMauud, ux OO0A3aHHOCTH
(byHKUHA) H NOTHOMOYHS;

COCTAB OPraHH3ALMOHHOW CHCTEMBI YIPABICHHUA ACATEABHOCTHIO IO 3allHTE
uHpOpPMaLMH U CXEMY B3aUMOJCHCTBHSA €€ SIIEMEHTOB;

OTBETCTBSHHOCTH PaGOTHHKOB 33 HapylIeHHe TpeboBaHmii 0 3a1uTe NHGOpMaluH
H YCTAHOBICHHEIX omeparopoM (obnagareneM uHHPOPMALHH) OpaBU1 00paboTKH

HHpOPMALIHH;

0) onpeneneHne NUL, OTBETCTBEHHEBIX 32 3allUTY HHGPOpMaLUH,;

B) MPUMEHEHHE IpOTpaMMHBIX, IPOrpaMMHO-aNINAapaTHBIX CPenCTB,
IpeAHa3HAYSHHBIX I 3alIMThl HH)OPMAalHH;

I) paszpaboTKy H YTBEPK/CHHE BHYTPEHHUX CTaHAapTOB

10 3alUTe HHPOPMALIUH, COAEPKALIUX B TOM YHCIIE:

TpebOBaHHs K NepBHYHOH HAeHTUPUKALMH JHL, 001aJalolHX IpaBaMH JOCTYIA
K HHQOPMALIMOHHBIM CHCTEMaM M (WIH) coaepxkamielics B HHUX WH(pOpMAaIH H HX
HCITOIB30BAHAI (1aliee — MOJIB30BATENH ),

TpeOOBaHUA K MPUMEHAEMEIM MOACIISAM JOCTYIIA [IOIB30BaTENEH;

MepPeYeHb pad3pelicHHOr0o W (WIM) 3alpelleHHOTO IS HCHOJIb30BaHHA
MPOFPaMMHOTO 00ECTICUCHHS;

TpeOOBaHHA K THIIOBBIM KOHQPUIYpPAMAM U HACcTPOHKaM MpOTrpaMMHBIX,
OpOrpaMMHO-aNNaPATHEIX CPSACTE;

TpeboBaHHA K KOHpUrypalMsM H HACTPOHKaM MNpPOTrpaMMHBIX, MPOTPaMMHO-
aNmapaTHBIX CPEICTB, MPeaHA3HAYEHHBIX Al 00eceveHHs AOCTYNA NMONb30BaTeNei u3
HHQOPMALMOHHBIX CUCTeM K  HHGPOPMALHOHHO-TEICKOMMYHUKAHOHHON  CETH
«HurepHe» (manee — ceth «IHTEpHETY);

TpeboBaHUA K KOHQUTYpaUHAM H HAcTpoillkaM MpOrpaMMHBIX, [IpOrpaMMHO-
anmapaTHbIX CpPEIACTB, HpeNHA3HAUEHHBIX 1 obecliedeHns yZANeHHOTO JIOCTyna
moJb30BaTeNnel k HHGOPMAIMOHHBIM CHCTEMaM U coaepkalledcs B HUX MHGOPMAIINH,
BKJIIOYAs TpeOOBaHHA K 00eCedeHn0 6e30MacHON AUCTAHIOHHOH paboTEhI;

OrpaHM4YeHHUA W 3ampeThl ASHCTBHIA U1 MONBL30BaTeNlell NMpH HCMOAB30BAHUU
U oDecTiedyeHHH FKCIUTYaTaluu UMH UH)OPMAITHOHHEIX CHCTEM;

TpeGOBaHHA K 3aIIUTe QU3NHECKHX U BUPTYAILHBIX YCTPOHCTB HHPOPMAIIMOHHBIX
CHCTEM, HMEIOIIHX OCTOSHHBINA JOCTYI K CeTH «HAnTepHer»
(manee — KOHeYHEBIE YCTPOHCTBA);

TpeOOBaHHA K 3alIuTe MOOMIBHBIX YCTPOKCTB, IDIAHIISTHBIX, MEPEHOCHBIX
KOMIIBIOTEPOB, MPHMEHASMBIX MNOMB30BATSNAMH I8 JOCTYNA K HH(POPMallHOHHBIM
CHCTEMaM (3a UCKIIOYEHHEM MOOMIBHBIX YCTPOHCTB, NMPCAHA3HAYEHHBIX A AOCTYNA
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K caiitaM ceTH «IHTepHEeT» H MHBIM NyONMuYHBIM Beb-pecypcam) (zanee — MOOHIbHBIE
YCTPOICTBA);

TpeOOBaHHA K HENPEPHIBHOCTH (PYHKIHOHHPOBAHUA HHPOPMALMOHHBIX CUCTEM;

TpeOOBaHMS K pPE3epBHOMY KONMPOBAHMIO HHGPOPMALUH, [POTPAMMHOIO
obecneyeHHs U ero KoH$UTypaLu#;

TpeGoBaHUA K cOopy, perucTpalyy H aHaau3y COOBITHH, CBA3AHHBIX
C  BO3MOXHBIM  HapymeHHeM  Oe3omacHOCTH — MH(QOpMAIMU,  HapyMICHHESM
(YHKUMOBUPOBAHHA HH(POPMALMOHHBIX CHCTEM, peanu3amueil yrpo3 06€30macHOCTH
uHbopManuH {nanee — coOBITHA 0€30IMACHOCTH);

TpeboBaHuA K 3ammrTe HHGOPMALMH NPH MNOIKIIOYEHHH K HHPOPMAIHOHHBIM
CHCTEMaM HHBIX HHMOPMAIIMOHHBIX CHCTEM, BKITIOYas TpeOGoBaHHA K KaHAIaM [epeaayu
JaHHBIX NP B3aUMOJEHCTBUM C TAKUMH UHPOPMALMOHHRIMHA CHCTCMAMM;

1) pa3pabOTKy H YTBEep)KOEHHE€ BHYTPESHHHX pErIaMEHTOB IO  3alluTe
UHQOPMALIHH, COAEPKALIHUX B TOM YHCIIE:

MOPANIOK CO3AaHUA, Y4eTa, H3MEHeHHs W ONOKMpPOBAaHHSA, KOHTPONA, YAANCHU
YYETHBIX 3aMUCeit;

NOPAROK CO3JaHMA, yueTa, H3MEHCHHS W ONOKHUPOBAaHMSA, KOHTPOJS, YIAaJIeHUs
MPUBIICTHPOBAHHBIX YUETHBIX 3allHCEH;

HOPAAOK  CO3JaHHA, HU3MEHCHHSA, ONOKUPOBAHMA, KOHTPOJA, YIAJCHHA
ayTeHTH(HUKALHOHHON HHQOPMALIH H CPCACTB ayTCHTH()HKAIIHI,

MOPIOK MpeIOCTaBICHUA TMONB30BaTENAM yAaJIEHHOT' O JocCTyIa
K HH(POPMALIMOHHBIM CHCTEMAM U COAEpKaILeiica B HUX HHopMaUuy,;

NOPAAOK H YCNOBHUS NPEROCTaBICHUA pabOTHUKAM INOAPAAHBIX OpraHU3alHi
J0CTyNa K HH)OPMAIMOHHEIM CHCTEMaM, CoficpXKalieiica B HuxX uH$opMaluH, 1 (1In)
nepefaul MM HHGPOPMALHH, KOHTPOJIA 3a TaKUM JOCTYIOM, HEpeAaded B ciaydae
NpHBICHEHUA MOAPIAHBIX OPraHH3aLuii;

NOPANOK MpeNoCTaBleHHd pabdOTHHKaM MHBIX TOCYJApCTBEHHBIX OpraHOB,
OpraHH3aluii HocTyma K HHGOPMALMOHHBEIM CHCTEMaM, coAcpxalleiicd B HHX
uHbopManky ¥ (JUI) nepegadyd UM HHGOPMALMH ¥ KOHTPOJIL 33 TAKUMH JOCTYIIOM,
nepenadueii (B crydae HHPOPMAITHOHHOTO B3aUMOICHCTBUA ¢ MHBIMM TOCYAAPCTBEHHBIMH
OpraHaMu, OPraHH3anuAMHA );

MOPANOK NPENOCTARNICHUS MOJL30BATENSAM JAOCTYIA U3 HHPOPMAIHOHHBIX CUCTEM
B ceTh «IHTepHEeT» U KOHTPOJA €€ UCII0JIb30BaHN;

MIOPAI0K NOBBILICHHS YPOBHA 3HAHHH H HHGOPMHPOBAHHOCTH I0JIb30BATENCH IO
BONPOCAM 3AIUTHI MH()OPMALIUHU;

HOPSJOK BBELABNEHUS, OMEHKH M YCTpAHEHUS YA3BUMOCTEH HH(pOPMAILMOHHEBIX
CHCTeM (nanee — YNpaBIeHHE YA3BUMOCTAMH);
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NOpANOK TOJNYUCHHsA, OLOCHKH, TeCTHPOBaHHA H TPHMEHCHHA OOHOBTIEHMA

OPOrpaMMHEBIX, TNpPOrPaMMHO-aNMAPaTHBIX  CPEACTB  (danee —  YIOpPaBICHHE
OOHOBJICHHAMH);

HopANoK 00paboTKH, XpaHeHHS M oOpaileHus ¢ HHbopMalHed OrpaHH4E€HHOrO
NOCTYTIA;

HOpAnoK obecnieyeHns PU3HYECKO 3aNTh HHPOPMALHOHHBIX CHCTEM;

nopanoK paspaborku Oe30mMacHOro nporpaMMHoOro obecreyeHHs® B ciydae €ro
CaMOCTOATENBHOU pa3paboTku oneparopom (obmaaareneM HHpOPMaIMU);

MOPAJOK BBIBOJA B KOHTYP NPOMBIIUICHHON 3KCIUTyaTallU CEPBUCOB, MOCTYIL K
KOTOPHIM OCYILECTBIACTCS C HMCIONb30BaHHEM ceTd «lIHTepHeT», B clydac Hamu4us
TAKHX CEPBHCOB,

NOPANOK MOHUTOPHHTa HH(OPMALMOHHOW Oe30macHOCTH® HH(POPMALMOHHBIX
CHCTEM;

HOPAOOK BOCCTAHOBJEHHA WITATHOTO (YHKIHOHUPOBaHUA HMHOOPMALUOHHBIX
CHCTEM H TECTHPOBAHUS MPOLIECCOB BOCCTAHOBIICHUS;

HOPANOK KOHTPOJA YPOBHA 33IIMINEHHOCTH HHGOpMAIMH, colepKaleiics
B HH($OPMAIIHOHHBIX CHCTEMAX;

¢) BhIAeNICHHE OPTaHH3ALHOHHBIX, TEXHHYECKHX U HHBIX PECYPCOB, HEOOXOAUMBIX
11 3alIMTH HHOPMALHH,

15. TlpH pa3paGoTKe MOTMTHKY 3ALMTH HHGOPMALIMH JOMKHBI YYHTHIBATHCS BCE
HHPOPMAHOHHBIC CHUCTeMBl omneparopa {(obnagarens wuHpopMallMH), a TaKxke
HH)OPMAIMOHHO-TCICKOMMYHUKALUMOHHAS HHGPACTPYKTypa, €clii HHQOPMAIHOHHBIE
CHUCTeMBl  (YHKIMOHHPYWOT Ha 0Oa3e HHGOPMAIHOHHO-TEICKOMMYHHKALHOHHOI
UH(pacTpykTypel. [lonuTHKa 3amMTHl HHQOPMALMU YTBEPXKIACTCA PYKOBOJHTEIEM
onepatopa (oOmagatens wWHGOPMAaUN) WIH YIOTHOMOYCHHBIM PYKOBOTUTENEM
omeparopa (obnagatens uHGOPMALMH) JHUOM (Jajiée — OTBETCTBEHHOE JIMIO) U
obs3aresbHa A4 HCIIONHEHHA BCeMH MoApa3deieHHAMH (pa0oTHHKaMH) OmepaTtopa
(ob6nanparens HHGOPMAIIMH) B YacTH, UX Kacalolleicd.

16. Opranuzanyu, KOTOPBHIM IPEeHOCTABMIETCS AOCTYH K HHQOPMAIMOHHBIM
cucreMaMm omeparopa (obmagarens uHGopManuu) M (MIH) coOepKallleHCcs B HHX
uHGoOpMauuu [UIA OKa3aHHA YCIyr, NpoBedeHHA pabor mo obpaborke, XpaHEHHIO
HHbOpMaUHH, CO3AAHHIO (Pa3sBUTHIO), 00eCIICYeHHIO IKCIUTyaTallHH HHGOPMAaLIHOHHBIX
CHMCTEM, 2 TaKOKe JUIA BBINOJHEHHA padoT, OKasaHUA ycayT MO 3aluTe HHQOpMAHUH

3 Tlymkr 3.2 nauuoHANBHOTO cTaHAapTa Pocenfickoli ®enepaunn FOCT P 56939-2024 «3amura HrdopMau. Paspabotka
Oe3zomacHOro nporpaMMHore obectiederns, O0mHe TpeGOBaHHA», YTBEPKIACHHOTO H BREACHHOID B ACICTBHE MPHKAIOM
Poccrannapra ot 24 ok1a6pa 2024 r. Ne 1504-ct (M., ®TBY «PCT», 2024) {nanee — 'OCT P 56939-2024).

$Tlyuxr 3.7 HANHOHAJBHOrO cTaHgapTa Poccuiickoit demepauun FOCT P 59547-2021 «3ammra HHGOPMALHAH.
Monutopunr uxdopManHonHoi HesomacHocTd. OOmue nmonoxeHud», YTBEpKIEHHOro M BBEACHHOrO B AcHCTBHE
npukaszoM Pocctanmapra ot 27 Hioas 2021 r. Ne 656-ct (M., ®IBY «PCTw», 2021) (nanee — I'OCT P 59547-2021).
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(manee — NOAPAAHBIE OPTAHH3AINH ), AOTDKHHL OBITH 03HAKOMIIEHBI ¢ MOJTHTHKOH 3aI[HTHI
HH(OPMALIHH B YaCTH, HX Kacalolieics.

O043aHHOCTs MOAPAAHOH OpraHW3auMH IO BHIIOJHEHHUIO MONHTHKH 3aILUTHI
uHOpMAlUM JO0/DKHA ObITh oONpeAencHa B JOKYMeHTax omepaTopa (oOmagatens
HHOpPMAIUM), Ha OCHOBAHHM KOTOPHIX B TOM WYHCIe Mepenaerca HHQpopMmanus,
OpemOCTaBIAeTCd HOCTYn K HHGOPMALIMOHHBIM CHCTeMaM omeparopa (o6magarend
HHGOPMALIHH) WIH CoAepKaleiics B HUX HHGOPMALHH.

17. 3amuTty MHpOPMALUHH OOKCH OPTaHHW3OBHIBATE PYKOBOAUTENL OIEpATOpa
(obmagaTens uHPOPMALIHK) MIIH IO €T0 PEHICHAIY OTBETCTBEHHOE JIUIIO.

18. O6sa3anHOCTH  ((DYHKUMH) ¥ HNOJNHOMOYHS OTBETCTBCHHOTO JHIA MO
OpraHH3allill JOEATENBHOCTH MO 3almTe HHQOPMAIMH, YIPaBICHHIO 3aIHTOU
HHQOpPMaALIMM, a TAKKe [0 OPTaHHU3allMM KOHTPOJIL 3a JAHHOM JEATENBHOCTBIO Y
oneparopa (oOmagarena wuHGOpMaLUK) AOMKHBI OBITH BKIOUYEHH B AO/DKHOCTHBIE
00d3aHHOCTH (TpyadoBrle ¢YHKUMH) OTBeTcTBeHHOro Juna. CocrtaB obs3aHHOCTEH
(GyHKUHMIT) ¥ NMONHOMOYMII OTBETCTBEHHOTO JIHLUA AO/DKEH OBITH JOCTATOMEH UIA
OpraHW3alMH JEATENBHOCTH MO 3amure vHQOpManMA ¥ YIPaBACHHUA 3TOH
JeATEeNBHOCTRIO B COOTBETCTBHH ¢ TpeOoBaHHAMMU, a TAKKe OPraHH3aldl KOHTPOJA 3a
JaHHOH JeqTeNbHOCTHIO Y onepaTopa (obnagartens uaGopMarun).

19, PykoBomutens onepatopa (o0nagarens HHGOpMALUH), OTBETCTBEHHOE JHIIO
JOJDKHBI CO34aTh (ONpeAenuTh) CTPYKTYPHOE NOApa3AC/IeHHE HIIH Ha3HAYaeT OTACHbHEBIX
CIECLHATHCTOB, HA KOTOPBIX BO3NAralorcs oO0M3aHHOCTH ((YHKIMH) MO 3aluTe
uHbOpMANHH (Jalee — CTPYKTYPHOE TMoJpa3fierieHHe (CMelHAIHCThl) MO 3alluTe
HHPOpPMAaIHH ).

OyHKIIIY ¥ MOTHOMOYHSA 10 3aUIUTe UHPOPMALMU CTPYKTYPHOTO MoJpa3AeneH s
Mo 3aIHTe HHDOPMALHH OTNPENICIAIOTCA B MOJIOKEHHH O CTPYKTYPHOM [OJpa3AeneHHH
WIH HHOM JOKYMEHTE, B COOTBETCTBHH ¢ KOTOPBIM (YHKIHOHHUPYET CTPYKTYpHOE
noapasaenenne’. O6a3aHnocTH (PYHKUHH) H MOJHOMOYMS CIENHAIUCTOB [0 3AILHTE
uHGOpMaIlii N0 MPOBEACHUIO MEPOIIPHATHH H IIPUHATHIO MEp MO 3aIUTe MHPOPMALHH
JIO/DKHBI OBITH YCTAaHOBJICHBI B KX ACJDKHOCTHBIX O0s3aHHOCTAX (TPYAOBBIX (DYHKLIMAX).
CocraB oOs3anHOCTEH ((QyHKUHMIA) M MNONHOMOYMH MO 3amIuTe HHQOPMALHH
CTPYKTYPHOTO HOZPA3ACICHNAA (CICIHAMHICTOR) MO 3allUTe HHPOPMAIHH 0KEH ObITh
JOCTaTOYEH /1A NPOBEACHUA MEPONPUATHH U MPHHATHA Mep IO 3alUuTe MHPOPMALHH B
COOTBETCTBUU ¢ TpeCOBaAHHAMH.

B caydae nanuuug y omneparopa (oOmagateid HHGOpMAL¥H) CTPYKTYPHOIO
HOApa3ICNCHHA, HA KOTOPOE BO3NOKEHBI QYHKIHMHU Mo obecnedeHHo HHpopMallHOHHO#H

7 THNOBoe MONOKSHHE O CTPYKTYPHOM TIOAPA3ACNCHUH OpTaHa (OpraHH3aluu), OGECTIEYHBAIONIEM HH(POPMAIMOHHYI
0¢30MacHOCTE OpraHa (OpraHH3AlMH), YTBepAICHHOE MOCTAHOBMeHHeM Ilpautenscrsa Poccubickolt $efepanun
ot 15 moma 2022 r. Ne 1272,
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GesomacHOCTH®, 3ammTa HMHGOPMALMH MOXET OBITH BO3JIOKEHA HA YKa3aHHOE
noApasAcIcHue.

20. PaboTHHKH CTPYKTYpHOTO MOApa3feNeHNs (CHELUANMCTBI) IO  3aLUTE
HHpOpPMAaIUH AOKHET 00a/1aTh KOMIICTEHIIMAMH, HEOOXOMUMBIMH JUTA BHINOJHEHUS
BO3JOXKEHHBIX Ha HUX o0g3aHHoCcTell (pyHkumi) no s3amure HHpOpMANNH
B cooTBeTcTBHK ¢ Tpeboanuamu. He menee 30 npoleHTOB pabOTHHKOB CTPYKTYPHOTO
noapasieleHHs Mo 3amuTe HHPOPMalMH JOKHBI HMETh INpOodEeCCHOHANBHOE
o06pa3oBaHUe 110 CHELHANBPHOCTH HJIH HAMpaBIEHHIO IOATOTOBKM B 00JacTH
nHpopManuoHHOi  OesomacHocTH WM NpolTH  ofyueHHe MO  NporpamMme
npodecCHOHANBHOI epermoAroTOBKH B 061acTH HHOPMAIMOHHOH §e30MacHOCTH.

21. CtpyktypHoe nogpaszaefneHue (CHOELHANHCTH) IO 3aliuTe HHPOPMALUH
JOMXHO (HOJDKHBEI) 00eCHmeuMBaTh 3aIIUTY HHPOPMALMM BO B3aHMOICHCTBHH C
noapasacacHuAME (pabOTHHKAMH), HCIONB3YIONMMH HHOOPMALMOHHBIE CHCTEMBI, U
HOJpasACICHUAMU (paboTHUKaMU), 00ecneIuBalOIMH IKCILTYATAIIIO
UHPOPMAIIHOHHEBIX CHCTEM.,

22. Iloapasznenenns (paOOTHUKH), UCTIONB3YIOMIHE MHPOPMALIMOHHBIE CHUCTEMBI,
JOKHBI YHaCTBOBaTh B HPOBEICHHU MEPONpPUATHH W MNPUHATHH Mep IO 3allHTe
uHpOpMalMK B 00beMe, YCTaHOBIEHHOM ONlepaTopoM (obnaaateneM HHGOPMAIMH) BO
BHYTPEHHHX CTAHAAPTAX U PEITIAMEHTAX 10 3aUTe HH$pOpMaLHu.

Iloppazaenenus, obecneunBalOIIHe PKCIUTYATALHI0 HHOOPMALMOHHBIX CHCTEM,
JOIDKHEI IPOBOAMTE MEPOTIPHATHS W IPHHAMATH MEPHI IO 3aILUTe WHPOPMALIHH B X0
COIPOBOXICHHA, ofCITy>KHBaHHA HHpOPMALOHHBIX CHCTEM, TIOCTaBKH
KOMIDIEKTYIOIIX H WHBIX BUAOB paboT MO 3KCIUTyaTallMH WHOOPMALHOHHBIX CUCTEM B
obbeMe, YCTAaHOBJIEHHOM onepatopoM (obnagateneM wHGOpMauuH) BO BHYTPEHHHX
CTAHAAPTAX M PETIaAMEHTaX TIO 3aMUTe HHOPMAIHH,

23. CTpyKTYpHBIM mogpasdeieHHeM (ClelHATNCTaMu) M0 3alliTe HHOOpMAIHH
JOKHBI ~ NMPUMEHATECA  NPOrpaMMHBIE,  [POrpaMMHO-alNlapaTHBle  CPEICTBa,
MO3BO/DIONIMEe O0ECHEeYUTh BHINOJHEHHE BO3JIOKEHHBIX HAa HHX 00A3aHHOCTEH
(pynxuumit) no 3ammre HHGOPMALNK, B TOM YHCIE IO BRISBICHUIO YIP0O3 6€30MaCHOCTH
HUH()OPMAaIHH, OOHAPY)KEHHIO H MPEHOTBPALICHHK) BTOPKECHUH, MIPOBSICHUIO KOHTPOII
YPOBHSL 3allHIUEHHOCTH HHpopMalluH, coepxkalleiics B HHPOPMALHOHHBIX CUCTEMaX,
MOHUTOPHHTY HH}POpMaIMOHHOH 0€30MaCHOCTH HH(OPMALMOHHBIX CHCTEM, BHIABIEHHIO
YA3BHMOCTEH, KOHTPONI® HACTPOSK M KOHpUrypauuii HHPOPMAIMOHHBEIX CHCTEM, a
TAKXKE CPEICTBA M CHCTEMBI, IIpeAHa3HAYEHHBIE JUId ABTOMATH3ALUU H aHAIUTHYECKOMH
MOAIEPKKH JeITENBHOCTH [0 3aIATE HH()OPMAIIHH.

CocTaB nNporpaMMHBIX, TPOTPAMMHO-AalNAPATHBIX CPEACTB, HEOOXOIUMBIX
CTPYKTYPHOMY NOJpa3geneHure (CnenuHanHcTaM) [0 3aiute HHbpopMauuu ans

$ ToamynkT «6» myHkTa 1 Ykasa [Mpesunenta Poccuiickoit Genepauny ot 1 Masg 2022 1. Ne 250 «O AOTONHUTENLHEIX MEPAX
no obecneqennio nudopManpoaHoi GezonacRocTH Poceniickoit Genepanmin,
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BBIIOMHCHUS BOZIOKEHHBIX Ha HHX ofa3aHHocTel ((yHkumii), ompenenserca Bo
BHYTPEHHHX CTAHIAPTAX U PerjlaMeHTax Ito 3aIluTe HHOOPMAIIHH.

24. [Ina mpoBeOeHHA MEPONPUATHH M MPUHATHA MEp MO 3aliuTe UHGOPMAaLHU
omeparopoM (obnapareneM HHGOPMAIMH) MOryT MPHBIACKATHCA OpPTaHU3ALHH,
HMEIOIHE JTMLCH3UIO Ha JSATENBHOCTh IO TEXHUYECKOH 3allUTe KOHGHISHIMANBHON
HH(GopManuK’® (manee — CrelUalu3UpoBaHHBIE OopraHusalnuu). CocTaB MPOBOIHUMEIX
CHEHHATH3HPOBAHHKIME OPraHM3aUAMH MEPOIPUATHI U NPHHUMAEMBIX UMH Mep IO
3amnTe HHGOPMALHH, HCIONB3YEMBIX TPH 5TOM IIPOTPAMMHBIX, [POTPaMMHO-
anmapaTHEIX CPeACTB, MpeAHA3HAYCHHBIX [ 3alATH HHGOpPMALHH, ONperenseTcs
onepatopom (oOymanatenem HHbopMalHH). PaGOTHHKH CTPYKTYpHOTO NOApasieieHus
(cnemuanucTel) Mo 3amuTe WHQOpMammM omeparopa {obiapatend HHGpOPMAlHH)
JOMKHBL IIPHBJICKATBCA K NPHEMKE pe3yjbTaToB paboT H YCIYT, BBHIOIHICMBIX
(OKa3HIBAEMBIX ) CHELHATH3HPOBAHHBIMH OPTAHH3ALMHAMH.

25. Oneparopom (obmamareneM WHOOPMALIMH) AOJDKHBI OBITh pa3paboTaHE
1 YTBEPKACHBIL

BHYTpEHHHE CTAaHAAPTHI 110 3AIUTE HHPOPMALIH, yCTAHABIUBAIOLIHE TpeOOBAHHUA
K peanu3anuu Mep o 3aLIUTE uHbopMaLU IPHUMEHHTENLHO
K  O0CODeHHOCTAM  JesATenbHOCTH — omeparopa  (oOnamatens — uHQopManuu)
H (PyHKIHOHUPOBAHUA UHGPOPMAIIHOHHEIX CHCTEM;

BHYTpEHHHE perJaMEHThl MO 3allUTe HHGPOPMALUH, COACPXANIHE MNOPATOK
[pOBEJEHUS MEpPOMpPUATHH WIM OMUCAHHE pEeATH3yeMBIX NPOLESCCOB M0 3aLIUTE
HHGOPMAaHH IPUMEHUTENBHO K 0COOEHHOCTAM AeATEeNLHOCTH onepatopa (obaamarens
uHpOpMAaLKH) H QYHKIHOHHPOBAHHA HHGOPMAIIHOHHBIX CHCTEM.

BHyTpeHHHe CTaHIAPTH U perfiaMeHThl No 3all|Te HHPOpMAlH YTBCPKAAIOTCH
pyKOBOZUTEIEM oneparopa (obnagarens HRPOPMAILHH) HTH OTBETCTBEHHBIM JIHIIOM.

OO6nacTe aeHCTBHA BHYTPEHHHX CTAHOAPTOB H PErJAMEHTOB [0 3allUTe
HHPOPMALIMHU OLPESIAETCs onepaTopom (obnanateneM HHPpOpPMALIUH).

26. BHyTpeHHHe CTaHAAPTH H PETMIaMEHTHI IO 3aluTe HHOOPMALUH TOBOIATCA
JIO TIOJIB30BaTENEH, a TAKKE MOJIPATHBIX OPralu3aiyii B YaCTH, KX KaCaKOIEACS.

BHyTpeHHHe cTaHZapThl M periiaMeHThl MO 3allUTe HHPOPMAIMH [OJJIEKAT
HCIIOJTHEHHUIO [0JIB30BATENAMH B HacTH, HX KacaloleHcs.

O0543aHHOCTE NOAPAAHON OPraHU3ALIH 110 BBIIIOJHEHHIO BHYTPEHHHUX CTAHIAPTOB
W PErIAaMEHTOB IO 3aliUTe HMH(OPMALMH IO/DKHA OBITh ONpeleNieHAa B JHOKYMEHTaX
onmeparopa (obnmajgaTens), Ha OCHOBAHMM KOTOPBIX mepenaerca HHQpopManus,
IPeOCTABNACTCS JOCTYNl K HHQOpMAllMOHHBIM CHCTeMaM oneparopa (obmamartend
HH()OPMALIHH) UNH COZlepXKallelicsd B HUX HHQOpMAaLHH.

® Hynkr 5 wactH | craten 12 Penepansuoro 3axona ot 4 Mag 2011 r, Ne 99-03 «O NHUSHIHPOBAHMY OTAENLHLIX BHIOB
AEATENLEHOCTHY.
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27. CTpykTypHOEe HOApa3AeNeHAe (CHCHMAMCTH) IO 3aluTe HHQpOpMalMH
JOKHO (IO/DKHBI) pa3palaTelBaTh M OPEACTAaBIATh PYKOBOAHTENIO OIEpaTopa
(obnagatens undopMalun), OTBCTCTBCHHOMY IHIYy OOOCHOBAHHBIC TIPEIANIOKCHHS MO
OpraHU3alMOHHBIM, MATEPHAILHO-TEXHUYECKHM U HHBIM 00€CMedHBalONIHM pecypeam,
HEOOXOMMMBIM /11 MNpPOBEACHUS MEpONPHATHH U TPHHATHA Mep IO  3al[uTe
uHGOpMaNKH, ¢ yKa3aHUeM CBEACHHI 0 LieNdX 3aIUTH UHGOPMALIUH, Ha JOCTHXKEHUE
KOTOpPBIX TpeOyloTCA pecypehl, M MEpedHs HETaTHBHEIX MOCIeACTBUI (COOBITHIL),
HACTYIUICHHE KOTOPHIX NPOTHO3UPYETCS B CIydae OTCYTCTBHA PECYPCOB.

PykoBogutens oneparopa (obnamatens mHpOpMaLN), OTBETCTBCHHOS JIMLIO Ha
OCHOB€ TNPEACTABICHHBIX MpEeIOKEHAA H B TpeAerax HWMEHIUXCs CpPeAcTB
MPEAYCMATPHUBACT BBIACNCHHE OPraHH3alMOHHBIX, MAaTEPHAIBHO-TEXHHYECKHX ¥ HHBIX
obecnevHBaIOLINX PECYPCOB AN NPOBEAEHHUA MEPONIPUATHII ¥ IPUHATUA MeEp MO 3alLuTe
urpopmManny, INpHBICYEHHS ITpH  HeoOXOAMMOCTH  JOMOJHUTENBHBIX  CHI
H CPEICTB 1A 3alINTHl HHGOPMALUH B COOTBETCTBHU ¢ TpeGoBaHUAMH Ha BCeX 3Tanax
AU3HEHHOTO IHKIa HHPOPMAIIMOHHBIX CHCTEM.

28. YnpaBineHne  JeATENbHOCTBIO [0 3amuTe  HHPOpMALHH  JOJDKHO
OCYIISCTBIATECS. B paMKaX (QYHKIHOHUpYIOIIEH OpraHH3alluOHHOM CHCTEMEI
YIpaBJICHHUsA, BO3TIABIACMON PYKOBOZHTENEM oneparopa (oOmagarena uHGOpMALIHN)
WK IO €ro PELICHHIO OTBETCTBCHHEBIM JIMIOM. YIIPABJICHUE ACATENBHOCTEIO 10 3alUTE
HHPOPMALUH TOJDKHO BKIKYATE,

a) pa3paboTKy ¥ INTAHHPOBAaHHE MEPOTIPHATHHA ¥ MEP MO 3aIATe HHPOPMAITHH;

0) npoBeICHHE MEPONPHATHI H NPAHATHE MEP MO 3aIUTe HHGOPMALIHH;

B) MPOBENEHHE OLCHKA COCTOSHHA 3aIMTH HH(pOpMaLuy,

I') COBEpIIEHCTROBAHUE MEPONIPUATHII U MEp 1O 3alIHTE HHHOPMAIIHH.

29. Ilpu pa3paboTke M IUIAHUPOBAHHH MEPONPUSTHH M Mep MO 3aIIUTE
HHGOpPMAIUH AOKHEI OBITH:

a) onpeneneHbl cOOBITHA B HHPOPMAHOHHEIX CHCTEMAaX, HACTYIUIEHHE KOTOPHIX
MOXET IMPHUBECTH K HApYyLIGHHIO Lelel 3aluThl HHGOpMALHH, YCTAHOBIEHHBIX
B IONKTHKE 3AIHTH HHOPMALIUH;

0) onpeneneHsl MHGOPMALMOHHBIE CHCTEMBI, INpOrpaMMHBIE, NPOrPaMMHO-
annapaTHbie CPEACTBA, HECAHKIIMOHHPOBAHHEIN JOCTYT K KOTOPBIM U (MIH) Bo3aehCTBHE
Ha KOTOpPbIE MOTYT IPHBECTH K HapylleHWIO IeNeif 3aliuThl HMHGpOpMAIHH,
YCTAHOBJIEHHLIX B MOJIUTHKE 3alIUTH HHOOPMAIINH;

B) BEIAB/ICHE! M OLICHSHBl YTPO3bl 0€30MacHOCTH HHQoOpMalMH, peanH3auust
(BO3HHKHOBCHHME) KOTOPHIX MOXKET TPHBECTH K HApyIIEHHI0 [enedl 3aliuThl
HH($pOpMaNH, YCTAaHOBINEHHBIX B MOJMTHKE 3allUTHl HHpopMaLuu (Janee — yrpo3sl
©e30macHOCTH HHGOPMAIIHH);

T) OLPENICNEHBI COCTAaB U CPOKH HPOBEJACHHUA MEPONPHATHI U NPHHATHA Mep 110
3ampTe HHPOPMALHH U OLICHCHE! HEOOXOIMUMBIE T 3TOT0 PECYPCHI.




11

30. IIpoBoAUMEBIC MCPOTIPUATHA H IPUHHMAEMble MEPHL 10 3aIKTe HHOOPMALIUK
JNOKHBL OBITH HANpaBleHH Ha OJOKUPOBAaHHE (HEHTPANU3aLUIO) AKTYAJIbHBIX M
HH(POPMALUOHHOH CUCTEMBI yrpo3 GesonacHocTH HHPOpMALMK (Jajlee — aKTyalbHbIE
YTPO3BI) B COOTBSTCTBHUH ¢ IIEIAMM 3aIATH HHQOPMAIHH, ONPEACIICHHBIMHA B IIOJINTHKE
3aMUTH MHOOPMAITHH.

B 3aBHCHMMOCTH OT LeNeil 3anmThl HHGOPMALIIH MEPOTIPHUATHA M MEPEI ITO 3aLIUTe
HH()OPMAITHH JT0JDKHEL OBITE HATIPABIICHBI Ha:

a) HCKJIIOUeHHE yTeukd HHPOPMALMH OrpaHH4YeHHOrO HOCTyna H  HHOH
KOHQUACHIHAIBHOH HH)OPMALIHH;

§) npeJoTBpallleHHe HECAHKUHOHHPOBAHHOIO JOCTYNAa K HHGOPMALHOHHEIM
cucteMaM H  cojepxkameiics B HHX HHbopMmaumu, oOHapyxeHHe (akToB
HECAHKLIHOHHPOBAHHOI'O JOCTYIIA B PCATHPOBAHNC HA HHX;

B) IPEAOTBPAIICHHEC HECAHKLHOHHPOBAHHOH Momupukanmu uHOOpMAIWH,
obHapyxeHHE PakTOBR HECAaHKIIHMOHUPOBAHHOH MOIU(HUKAIIHM H pEaripoBaHNe HA HUX;

T} OpEeIOTRPAIEHHE HCCAHKITMOHHPOBAHHOHN MOAMECHBI HHpOpMALIUH,
o0HapyxeHue (pakToB HeCAHKLIMOHHPOBAHHOH MOAMEHBI H pearipOBaHHE HA HUX;

1) IPEAOTBPAIIEHHEe HECaHKUHMOHHPOBAHHOIO  yJaleHHd HHGopMamyu H
nporpaMMHOTro obeceueHs, oOHapyxeHe PakToB HECAHKIIHOHHPOBAHHOTO YA AJICHUA
U pearupoBaHHe Ha HHX;

€) HICKJIIOYCHHE MIH CYIMIECTBEHHOE 3aTpyAHEHHE OTKa3a B OOCITyXHBaHHH
aBTOPHU30BAaHHBIM HOJB30BATENAM HHOOPMALIHOHHEIX CUCTEM;

) HeJOMYIIEHHE UCIIONB30BaHUA HHPOPMALMOHHBIX CHCTEM H COACPIKaILeics B
HUX HHPOPMALIHH HE MO HAZHAYCHHUIO,

3) HCKJTIOYEHUE WIH CYIIeCTBeHHOE 3aTPYAHCHHE HAPYICHUA (YHKIIHOHHPOBAHUA
(paboTtococoOHOCTH) UHDOPMATIHOHHBIX CUCTEM;

M) HEJOMyLIEHHE pPACIpPOCTPAaHEHHd C HCIOAB30BaHHEM MH(GOPMAIHOHHBIX
CHCTEM TTPOTUBOIPABHON HH(OPMALIUY;

K) obecreyeHne BO3MOKHOCTH BOCCTAHOBIEHUS B YCTAHOBJIEHHBIE ONEPATOPOM
(obmanareseM undopMannK) CPOKH JOCTYI2 ABTOPH30BAHHBIX [IOJIB30BATENICH K
HHGPOPMALMOHHEIM CHCTEMaM H cofeprKallercsa B HUX HHpopMalmH, 3a0I0KHpOBaHHOK
BC/IEJCTBHE Peanu3alun (BOSHHKHOBEHUA) yrpo3 6e3onacHocty uHdopManuu;

1) obecneyeHue BO3MOKHOCTH BOCCTAHOBJICHMA B YCTAHOBJIEHHBIE ONEPaTOPOM
(obnmapatenem uHdbopMaiuu) cpokd HHGOPMALMK, MOTUGHIMPOBAHHON  HMIH
YHHYTOXKCHHON BCICACTBUE peaau3alH (BO3HUKHOBCHHA) YIpo3 0€30MacHOCTH
HHPOpMAIHH.

31. OueHKa COCTOAHHUA 3aIUMTH HHMOPMALHH JOJDKHA MPOBOAHUTHECA HA OCHOBE
OIIpefesIcHNs ONepaTopoM (0bnagaTeneM HHPOPMAIIHH );
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a) TOKa3aTels, XapaKTePU3YIOLIETO TeKyIee COCTOSHUE 3aIIUTE HHGOPMALIHH OT
6a3zoBoro ypoBHs yrpo3 ©OeszomacHocTd HWHbopMamud (majiee — IOKa3aTenb
3alANEHHOCTH Kyy);

0) mokasaTens, KOTOPBIA ONpeAcnseT MOCTATOYHOCTE M 3PPEKTHBHOCTH
NPOBEACHHA MEpONpHATHH MO 3amuTe HHpopManuu (Aanee -—— IOKazaTenb YpPOBHA
3penoctH I1,,).

JAng onpeneneHus 3HAYSHUH M pacueTa MOKa3aTens s3almueHHoctH K, ®
noKa3aTels YpoBHA 3peiocT Il,, NOMKHBEI NPHMEHATBCI METOJHUYECKHE JOKYMEHTEL,
yrBepxacHHble OCTOK Poccun B coorBercTBUH ¢ ab3aleM BTOpHIM INYHKTa S H
nognyHkToM 4 nyHkta 8 Homoxenws o ®CTIK Poccun (manee — MeroauueckHe
nokyMeHTEl DCTIK Poccun).

32. Pacuer M OLCHKa moOKazaTens 3amUIIeHHOCTH K,; JOKHBI HpOBOAMTHCA
oneparopoM (oOnagateneM HHPOPMalMH) HE PEXE OJHOTO pa3a B IIECTh MECALEB.
PacueT 1 oneHKa NMoKa3aTe/s ypoBHA 3penocTH [l TOIDKHEI IPOBOMUTECS ONEPATOPOM
(oOnapareneM HHPOPMAITHU) HE PEkKE OHOTO Pa3a B /1Ba roJa.

O nmosydeHHBIX MO Pe3yNAbTaTaM OLCHKH 3HAYEHHAX NMOKa3aTens 3alUIIeHHOCTH
K.y ¥ mokazaTens ypoBHA 3penocTu Il B ciydae HX HECOOTBETCTBHA HOPMHPOBAHHBIM
3HAYCHHUAM, YKa3aHHBIM B MeTtoaudyecknx JokymeHTax ®CTIK Poccuu, B Tedenue 3
KaJICHEAPHBIX AHEH CO JAHs 3aBeplICHMS TaKOM OLCHKHU HHPOPMUpYETCsA PYKOBOAUTEND
oneparopa {(obnamarena uHGOpPMAHUHM) UIA NPHHATHA PELICHHA O MPOBCISCHHH
MEpOIPHUATHH [0 COBEPIICHCTBOBAHHUIO 3alMMTH MHPOpPMAIMHM M IMPUHATHH MeEp IO
MOBBILICHHIO  YPOBHA  3alMUICHHOCTH  WUHGOpPMaluM,  coAepkamieiicda B
UHG$OPMALMOHHBIX CHCTEMaX.

PesynbTaThl OUEHKHM IOKazarens samMimieHHocTH K, M rokasartens ypoBHS
spenoctd Il B cpok He mosaHee 5 paGouux JHEH MOCHe JHSA UX pacdeTa JOJDKHBI
HampaBATECS onepatopoM (obnazareneM uHpopmauun) B DCTIOK Poccuu B Hensax
MOHHTOPHHIa TEKYILETO COCTOAHMA TEXHHUYECKOH 3amMTHl HHPOpMAalUH H OLEHKH
3PEKTUBHOCTH ACATSIHBHOCTH IO TEXHHUECKOH 3anuTe uHpopMaimu'®,

33.Tlo pemeHuo pykoBOAWTENa omepatopa (obmamatens HHOPMAIIHH),
OTBETCTBCHHOTO JIMLIA CTPYKTYPHSHIM MOAPA3fielieHHEM (CHEeUaNHUCTaMHi) 1O 3allUTe
HHpOpMaUMH ¢  y4yacTHeM  NodpasfeiieHuit  (pabOTHHKOB), HCHOJIB3YIOLIUX
HHQOPMALHOHHBIE CHCTEMBI, HoApa3AcneHuil (paGOTHHKOB), O0O0CCMEUHUBAIOIIHX
IKCIITYaTalHIO HH(POPMALHOHHEIX CHCTEM, pa3padaTbiBacTCa IUIaH MEpONpHATHI IO
COBEPIICHCTBOBAHHIO 3alUTHl WHQOPMALUH, coepxamichcd B HHPOPMaUHOHHBIX
CHCTEMAaX, B KOTOPOM B TOM 4HCIE YKa3bIBalOTCS HAMMCHOBAHHUS MEPOTIPHATHIL, CPOKH
UX BBEITOJIHEHHA, ToApa3aeneHus (pabOTHIKH), OTBETCTBEHHEIE 32 PEAJIH3ALHIO KAXKIOr0
MEPOTPHATHA.

¥ Moanyurte 6! 1 6° nynkra 8 Monoxeuns o GCTIK Poccun.
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[Inan yTBep:KmaeTCsA PyKOBOAUTENEM omepatopa (obmamaTens MHGOpMALUK),
OTBETCTBEHHBIM JMLIOM H JOBOAMTICA A0 NopapasieieHuil (pabOTHHKOB) omepatopa
(obnagatend wuHpoOpMallMH) B 4acTH, HX Kacawlueica. PesyapTaToM peanusaluu
MEPONPHATHIT IUTaHa JOKHO OBITh JOCTHXEHHE 3HAUCHHIH MMOKa3aTe/Id 3alUIIEHHOCTH
K, 11 moKa3aTens ypoBHs 3pennoctd [, He HIKe HOpMHUPOBAHHBIX 3HAYCHUI, YKa3aHHBIX
B Metommieckux gokymeHtax ®CTOK Poccnn.

II1. IIpoBeacHne MepONPHATHI H NPHHATHE
Mep Mo 3a1HTe HHpoOpMaLHH

34, Ina moctibkeHus HeNell 3anuThl HHQOpPMAIMH onepaTtopoM (obnamatenem
HHGOPMALIMHK ) JOJIKHBI IPOBOIUTHCS CICSAYIOIIME MEPOIIPHATHA:

a) BBUIBJICHUE H OLieHKA yTpo3 0e3onacHocTH HHpOpMALHH;

6) KOHTpOIbL KOHQUTYpaLHi HHPOPMALHOHHBIX CHCTEM;

B) YIpaBlicHHE YA3BHMOCTSAMH;

I') YIIpaBJIeHUE OOHOBIICHUAMH,

1) obecrnieuerue 3almTel HHpOpMauHu npu 06paboTke, XpaHEHHH H OOPALLIEHUH C
uHpopManue OrpaHUYEHHOTO AOCTYIA;

¢) ofecneyeHue 3aIUTH WHPOPMAIIMY TPH MPHUMEHEHHH KOHEUHEBIX YCTPONCTB;

k) obecnedeHHe 3amUThl HHGOPMALH IIPH NIPUMEHSHHH MOOHIIBHBIX YCTPOHCTB;

3) 00¢CTICUSHHE 3aIMTE HHOOPMALIHU NP yIAIeHHOM JOCTYTIC ONb30BaTENeH K
UH(POPMAIMOHHBIM CHCTEMAM;

n) obecneyeHne  3ammTel  HHGOPMALUMH [pH  OeCHpOBOAHOM  JOCTYIIE
MOJIB30BaTelNed K HHPOPMALIMOHHEIM CHCTEMAM,;

K) obecreueHue 3alIMThl HHGOPMALMH IpPU NPSJOCTABICHHH MONb30BATENAM
JOCTYTIA K HHPOPMALMOHHBIM CHCTEMAaM, IPEIyCMATPUBAIOIIETO YTCHHE, BBINIOIHEHKE,
H3MEHEHHe, 3aliCh, yJalleHHe MNporpaMMm H (WIH) AAHHBIX B HHGOPMALIMOHHBIX
cucTeMax (Jajiee — NPUBWIICTHPOBAHHBIN JOCTYIN);

1) obecrieyeHHEe MOHWTOPHHTa HHPOPMaLHOHHON 0€30MacHOCTH,

M) obecnieyeHue pa3paboTky 0€30MacHOTrO MPOrPaMMHOTO 00eCTIeHeHHS;

H) obecneucHne PU3MICCKOM 3aIUTHl HHOPMALIHOHHBIX CHCTEM;

0) obecrneueHue HEMPEPHIBHOCTH (PYHKIMOHUPOBAHUA NHGPOPMAIIHOHHBIX CHCTEM
NpY BO3HHKHOBEHUH HEIUTATHBIX CUTYALIHIT;

) MOBHIICHHE YPOBHA 3HAHWH W HH()OPMHUPOBAHHOCTH MOJB30BaTENCH MO
BOMpPOCAM 3aHIMTHI HHpOpMAUu;

p) obecneuenne 3alIMTBl HHQOPMALMU NpPH B3aHMOMACHCTBUH C MOAPATHBIMH
OpraHH3aLMAMH;

c) obecneyeHHe 3alUTHl OT KOMITBIOTEPHBIX aTaK, HAIpaBJIeHHBIX HAa OTKa3 B
0OCTyKUBAaHUM,
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T) ofecreueHue 3alMThl HHQOPMALMM NPH HCTIONB30BAHHH HCKYCCTBEHHOrO
HHTEIUIEKTa';

y) peamu3anus B HHGOPMALMOHHBIX CHCTEMAax Mep IO HX 3allUTe H 3alllHTe
cofiepkaieiics B HuX uabOpMaLim;

() npoBeeHHe KOHTPOJS YPOBHA 3aLIMIIEHHOCTH UH(POPMALMH, COAEPKAMEHT
B HHPOPMALIMOHHBIX CHCTEMAX;

X) obeclieueHne HENMPEpHIBHOTO B3aUMOACHCTBHA C TOCYIAapCTBEHHOH CHCTEMOM
oOGHapyKEHHS, NPSAYNPEXKICHHA U THKBHAALMM [OCHCACTBUI KOMINBIOTEPHBIX aTak Ha
uHpopMannoHHbIE pecypchl Poccuiickoii denepany.

35. JocratouHocTh M 3(PESKTHBHOCT  NPOBOAMMEBEIX  MEpPOIPUATHH
(peanM30BaHHBIX TIPOLIECCOR) ONEHHBAIOTCS OMEPATOPOM IO Pe3yNnbTaTaM ONpPe/IeIeHHS
MOKa3aTeNs YPOBHS 3penocTH L, B cooTBeTcTBHM ¢ myHKTaMHM 32 u 33 Tpebosanuii.

36. MeponpusaTHs MO BBIABICHHIO H OLEHKE YTpo3 6e30macHOCTH HHPOPMALUH
OOKHBL IPEIyCMATPUBATE OMpEAeSiCHHE B X0I€ CO3JaHUd MHPOPMAllHOHHBIX CHCTEM
aKTYaNbHEIX YTPO3 M pa3paboTKy B CIIy4YasX, YCTAHOBJICHHBIX TPeOOBAHUAMH K MOPAAKY
CO3JaHHA, pa3sBUTHA, BBOJA B IKCIUTYATAIHIO, 3KCILTYAaTALIMH H BEIBOJA U3 FKCIUTyaTallMH
rOCYAapCTREHHBIX HH(OPMAITHOHHBIX CHCTEM H TAJBHEHIIEI 0 XpaHEHHS COIEpKALIEHCS
B X 0a3ax JaHHBIX MH(POPMAIIMH, YTBEPXKACHHBIMH TIOCTAaHOBIECHNEM IIpaBHTENECTBA
Poccuiickoit ®emepauun ot 6 uionda 2015 r. Ne 676, Moaeneil yrpo3 0e30macHOCTH
uHoOpMaLMHK, & TAKKE CBOSBPESMEHHOE BBIABICHHE AKTYyaJIbHBIX YTPO3 H HX OLECHKY B
XOJI€ 3KCIUTyaTaluy HHGOPMALIHOHHBIX CHCTEM.

Mogens yrpos 6e30mMacHOCTH MHGOPMAIMH B clydae e¢ pa3paboTKH JO/DKHA
HCHOJB30BAThCA B KAUE€CTBE HCXORHBIX JAaHHBIX JUIA pa3paboTKH H BHEAPEHHS MEP I10
sammre HHGOPMALMH, a Takke [ BhIOOpa CpeACTB 3allUTBl MHQOPMALMHM H HX
(DYHKIMOHANBHBIX BO3MOXHOCTEH B X0Ae CO3JaHUA (pa3BUTHSA) MOACHCTEM 3alUUTHI
HHbOpMalMK UH(OOPMAIMOHHEIX CHCTEM. PemeHHe o HeoOXOOMMOCTH pa3paboTKd
MOZEIH Yrpo3 0e30MmacHOCTH HHGoOpMaLuH B XOJ€ CO3JaHuA HErocyJapCTBEHHBIX
HMHPOPMAlMOHHEIX CHCTEM TMPUHHMAETCA PYKOBOAMTENAEM oleparopa (obmazatens
UHGOPMAIUH ), OTBETCTBEHHBIM JTHIIOM.

B xoze axcryaTauui HHGOPMAI[MOHHBIX CHCTEM JOJDKEH OBITh 00eCTIeydeH MMOUCK
JAHHBIX H MPU3HAKOB, HACHTH(OUIMPYIOIMX HAMHUHE aKTYAIBHBIX YTPO3, [IPOBEAcHA
HOPUOPHTH3ALHSA BBISIBJICHHBIX yrpo3 fe3onacHOCTH HHpOpMALHH,
OCYLIECTBIICHO OMOBELIEHHE moapasaeneHuii (paboTHukoB) omepatopa (obmagarteis
UHGOPMAllMH) O BBMBICHHHIX aKTYalbHbIX yrpo3ax. IIpH HamMYMH DpHU3HAKOB
peanmu3aumy (BOSHUKHOBEHHS) aKTYalbHBIX YIPO3 AO/DKHBI OBITH IPUHATE MEPEI IO HX
OJIOKHPOBAHUIO (HEATpaIU3alluK).

U ToanyHkT «a» nywkra 5 Haunonansnoil cTpateruv passBUTHA MCKYCCTBSHHOrO HHTENTEKTa Ha neproz mo 2030 roaa,
yTBepKAcHHOH Ykazom Ilpesmmenta Pocchitckoil denepamun or 10 okrabpa 2019 r. Ne 490 (qanee — HaumoHaneHas
CTPATETHA PA3BHTHA HCKYCCTBEHHOTO HHTENNEKTA).
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37. MeponpusaTiHs 10 KOHTPOMO KoH(purypamuii HHGOPMAIMOHHBIX CHCTEM
JO/DKHBL HCKIIOYATh HECAHKHHOHHPOBAHHOE H3MEHEHHE COCTaBa IPOrPAMMHBIX,
NpPOrPAMMHO-AMIIAPATHRIX CPeACTE HHQOPMALMOHHBEIX CHCTEM, HMX HACTPOEK H
KOH(HIYpallMii, YCTAHOBJICHHBIX BO BHYTPEHHHX CTaHAapTax IO 3allMTe HHPOPMAlHH,
a TaKkxke obecrneyuBaTh OOHapy)keHHE (AKTOB HECAHKIMOHUPOBAHHBIX H3MEHEHHH M
BBLABJICHHE MTPHYHH H3MECHCHHH.

Kourtpons koHpurypanuit nHGpopMalHOHHBIX CHCTEM JOJIKEH OCYIIECTRIATLCA Ha
OCHOBE aHaIu3a pe3ynbTatos yueta UT-akTueoB!? n (Wim) cBeaeHHH, COAEPXKAMXCA B
4ABTOMATU3HPOBAHHBIX  CHCTEMAaX XPaHEHHWS H  YOPAaBJACHUA  JAHHBIMH 00
MHPOPMAUMOHHBIX CHCTEMAX W HX KOHQUryparMax (NpH HAIHYHH  CHCTEM
nHBeHTapu3auun UT-akTuBoR). CIPYKTYpHOMY MHOAPA3AcIeHUIO (CHELHANNCTaM) IO
3amuTe HHPOpMALKU A0IKEH OBITh 06eCTIeUeH JOCTYI K YKa3aHHBIM CBCACHHAM.

38. MeponpusTs 110 YIPABICHHAIO YA3BHMOCTAMH JOJDKHEI BKIIFOYATH BEIBIICHHE
yA3BUMOCTEH HWHQPOPMALMOHHBIX CHCTEM, OLIEHKY WX KPUTHYHOCTH, OMNpEACIeHHe
METOJIOB U IPUOPHTETOB YCTPAHEHHA yA3BUMOCTEH, a TaKke KOHTPOIb 34 YCTPAHCHHECM
YA3BUMOCTEHL.

YcTpaHneHue yI3BHMOCTEH, KOTOPEIE MOTI'YT OBITE HCITOIB30BaHbl HAPYIIUTEIAMH,
WIM HCKIIOYEHHE BO3MOKHOCTH WX HCHONB30BaHHUA 32 CYET MPHMCHEHUS
KOMIICHCHPYIOIIHX Mep JO/DKHO  IpOBOAMTBCA  omepatopoM  (obmamareneM
uHGOpPMaLHH ):

B OTHOIICHHH YA3BUMOCTEH KPHTHYECKOTO YPOBHA OMACHOCTH'> — B CpPOK He
fonee 24 yacos;

B OTHOIIEHHH YA3BHMOCTEH BBICOKOTO YPOBHA OMACHOCTH — B CpOK He Oosee 7
KaJIeHJAPHBIX JHEH.

B oTHOmIEHNH YA3BHMOCTEH CpPEeJHEro M HU3KOTO YPOBHEH OMaCHOCTH CPOKH H
MOPAJOK MX YCTPAaHCHHS ONPEHeIBIIOTCS BO BHYTPEHHEM perlaMeHTe MO 3alluTre
HHO)OPMALIHH HCXOAA H3 0COOCHHOCTEH HYHKUMOHHPOBAHHA HH(POPMALHOHHBIX CHCTEM.

[Ipu BBISBICHUH YA3BUMOCTEH WH(GOPMALMOHHBIX CHCTEM, CBEACHHUSA O KOTOPBIX
OTCYICTBYIOT B OaHke maHHBIX yrpo3 GesomacHoctu undpopMauuu OCTIK Poccuu,
onepatop (obnanatens uH$popMalun) B Cpok He Boree 5 pabounx OHEH ¢ JaThl TAKOTO
BEIABJICHHA JO/DKCH HampaBuTh HH(opMauuio 06 yassuMoctd B DCTOK Poceun and
OLIEHKH HE0OXOMMMOCTH BKJIIOYEHHSA BBLABICHHOHN YA3BHMOCTH B 0aHK JaHHBIX YIPo3
6esonacHoctr uudopmanun PCTIK Poccun'?.

2 lyukr 3 Ilonoxenua 06 ydere HT-akTHBOB, HCIOMB3YEMBIX INA OCYIIECTRICHHA ASATSILHOCTH Mo mudposoit
TpaHchopMaLHK  CHCTEMBI FOCYAAPCTBEHHOTO (MYHMIMOANBHOIO) YNPABJICHHA, YTBEP/KACHROTC IOCTAHOBJICHHEM
Mpasurenscrsa Poccuiickolt Deaepaunn ot 1 niona 2024 r, Ne 900,

B Myukr 5.2.18 mammonansuoro craunapra Poccuiickofi ®enepanuu FOCT P 56545 — 2015 «3amura uHdpopMauym.
YA3BHMOCTH HHPOPMATHOHHBIX cHcTeM. IIpaBHIa OMHCAHNA YA3BAMOCTEH», YTBEKACHHOTO H BBEJSHHOTO B AeilcTBHE
opukazoM Poccranaapta ot 19 asrycra 2015 r. Ne 1180-ct (M., ®I'EY «PCT», 2021).

U MToanynkt 21 myskra 8 Tonoxerus o0 GCTIK Poccun.
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39. Meponpuatid IO YOPaBACHUIO OOHOBICHHWAMH JODKHEI  BKIIOYATh
NpoBeJeHHe NPOBEPKH MNOMIHHHOCTH M LENOCTHOCTH OOGHOBIICHRH HPOrPaMMHBIX,
MpPOrpaMMHO-ANMAPaTHEIX CPEACTB, TSCTHPOBAHHH OOHOBNCHHMH 10 HX NPHMCHEHHA B
KOHTYpax IMPOMBILUIEHHONH JKCIIyaTallud UH(POPMAIMOHHBIX CHCTEM, BhlIaue
paspelneHus moapaszaeneHuIM (paboTHHKaM) oneparopa (o0nagarens HHPOPMaLHH) Ha
npuMeHeHHe OOHOBIEHHH IPOTPAaMMHBIX, MPOTPaMMHO-ANMApaTHEIX CPEICTB B
KOHTYpax NPOMBINUICHHOH 3KCIUTYaTalui HHPOPMALIMOHHBIX CHCTEM C UCTIONIb30BAHHEM
fe30mMacHpiX HACTPOEK M KOH(QUTYpalMii, yCTaHOBICHHBIX BO BHYTPEHHHX CTaHJapTax
mo 3auMTe HHQOPMAnHH. BeCKOHTpONbHAs yCTaHOBKAa OOHOBIEHHH IPOrpaMMHEIX,
perpaMMHO-AIIAPaTHEIX CPENCTB HE OITYCKACTC.

Cpokd npuMeHeHHS OOHOBIEHHMH IPOrpaMMHBIX, IPOrPaMMHO-AMMAapaTHEIX
CPEeACTB, TPSAHA3HAYCHHBIX [N YCTPAHEHHMA YA3BHUMOCTCH, YCTAaHABIMBAIOTCA BO
BHYTPCHHEM perjlaMeHre IO 3aluTe MHGPOpPManMd B 3aBHCHMOCTH OT CpPOKOB
YCTpaHEHHA YA3BUMOCTEI COOTBETCTBYIONINX YPORHEH OMaCHOCTH U PHCKOB, CBA3AHHBIX
¢ MpUMEHSHHEM OOHOBIEHHH IPOrpaMMHBIX, IPOrPAMMHO-AIIMAPATHBIX CPEACTB.

40. MeponpuaTa 0o 3amure HHGOpMaUUM IpH oOpaboTke, XpaHEHUH H
obpantennu ¢ HHQopManuei orpaHHUYEHHOro JOCTYTIA JO/DKHBI HCKTKYATh:

HEMpPaBOMEPHOE PACIpPOCTPaHCHNE HHGOPMALUH OTpaHHYEHHOTO JOCTYNa BHE
3aBHCHMOCTH OT (QOpMBI €€ NPEACTABICHHA, B TOM YHCIE ¢ HCIIONL30BaHHEM
HHPOPMALHOHHO-TESICKOMMYHHKALMOHHEBIX ceTell U ceTH «HTepHeT”;

JOCTYN K UHPOPMALNH OTPaHMYCHHOIO AOCTYIA JIHL, A7 KOTOPBIX HH(pOpMaLusa
He [peAHa3Ha4YeHa U (WIIH) U1 KOTOPBIX TaKOH JOCTYI 3alpelleH.

[IpoBoAHMbIE MEPOMpPUATHS AOJLKHBI BKJIFOYATH ONpemencHue HHGOpMaLuH
OTPAaHMYEHHOTO MAOCTYNa H IpeAHa3HaYeHHBIX JUIE €€ XpaHCHHd [POTpaMMHO-
alapaTHBIX CPEACTB, a TaKXKe KOHTPONb H PEruCTpalii0 BCceX (PakToB JOCTYTIA
NONp30BaTeNed K NPOrpaMMHO-aNNApaTHBIM CpPEACTBaM, B KOTOPBIX XPaHHTCS
nrgopManusa orpaHHueHHOTO JOCTYIIA.

Kontpone o0paboTkH, XpaHeHHA HHPOPMALMH OTPAHHYECHHOTO [QOCTYIA B
MPOrpaMMHO-aNIIAPAaTHBIX CPEACTBAX U ee Mepefayn JOKEH OCYIUECTBIATBCA B
COOTBETCTBHH C BHYTPSHHHM periaMeHToM mo 3amute mHpopmanud. O dakrax
HEMpPaBOMEPHOTO PacrpoCTpaHeHus WHGOPMALUH OTPAHHYEHHOTO AO0CTyNa H (WIIH)
JOCTyna K cpeacTBaM ee oOpaloTkH H XpaHeHHA JODKEH OBITH HE3aMENIHTENBHO
npouH(pOPMHPOBAH  PYKOBOAWTENL  omepatopa  (oOnamatens  uHpOpMauuu),
OTBETCTBEHHOE JIHLIO.

41. Meponpuatus no ofecnedcHUr0 3aliuTel WHPOPMALMK MpH IPUMEHEHHH
KOHEUHBIX YCTPOHCTB HH(POPMAILMOHHBIX CHCTEM JQJDKHBI HCKIOYATh BO3MOXKHOCTH
HECAaHKIIHOHHPOBAHHOTO JOCTYMa K MH(pOPMAIIMOHHBIM CHCTEMaM H KOHEYHBIM
YCTpOHCTBaM HIIH BO3IEHCTBHS HAa HUX 9epe3 HHTEP(EHCH H OPTHI, HEMOCPEACTBEHHO
B3aUMOJIEHCTBYIONIHE ¢ CeThI0 «HTEpHET» H (WITH) OocTymHbIe W3 ceTH « HTepHET».
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3alnTa KOHEYHBIX YCTPOMCTB HHGOPMALHOHHBIX CHCTEM MAO/DKHA BKIFOYATH
peanu3alMio B HUX B COOTBETCTBHU ¢ TpefoBaHMAMH Mep 110 3aluTe HHPOpMaHH OT
HECAaHKLMOHUPOBAHHOTO AOCTYNa U IIPOBEJCHHH HAa HUX MOHHUTOPHMHIA M aHaJu3a
OpOLECCOB M COOBITHI ¢ LENBIO BBIABICHHUA aKTYAJbHBIX YIPO3, a Taioke
OpeaynpeXxxaeHn O  Npousoweamux  coOwmmusax  OesonacHoctd.  KoHTpons
WCMONB30BAHUA KOHEUHBIX YCTPOWCTB JOJDKCH OCYIUECTBIATECA B COOTBETCTBHH C
BHYTPEHHHMH CTAHAAPTAMH U perlaMeHTaMH MO 3aIUTE HHPOPMAITHH.

42. TlocpeacTBOM  NMPOBEACHHA MEPOIPUATHIH 1o  O0ECNEYCHNIO  3aLMTEI
MHGOPMALMKA TIPH MPUMEHEHMH MOOMWIBHBIX YCTPOHCTB JO/kKHA OBITH HCKIIOYEHA
BO3MOXKHOCTh HECAHKIHOHHPOBAHHOTO NocTyma (BO3MEHCTBUA) K UH(POPMALIHOHHBIM
CHCTEMaM H coepikalueiica B HUX HH$pOpMaIHH, a TAKkKe K B3aUMOACHCTBYIOIIHUM C
HHMH MOOHJIBHBIM YCTPOHCTBaM W colepkamefics B HUX HHGOpMalHH Yepe3 KaHAIbI
nepeaaun MOOHNBHBIX JAHHBIX, MOOWJIBHBIE CEPBHCHI, HHTepQEHCHl H NOpPTHI
MOOHIBHEIX YCTPOHCTB.

IIpu npuUMEHEHHH TIONB30BATEISIMH MOOHMIBHBIX YCTPOHCTB I JOCTyNa K
HHQOPMALHOHHBIM CHCTEMaM H coiepxaueics B HHX HHpopMamMH B HETAX
BBIMOJIHEHHA CBOHX oOs3aHHOCcTell ((phyHKumil) oneparop (obOnazarens HHGOpMALIUH)
JOJDKeH IPHHUMATh Mephl M0 3aluTe HHPOPMALMOHHBIX CHCTEM H COAEpKaLleHcsa B HUX
UH(POPMAIIMH, B TOM YHCIIE:

obecneynBaTh 3alUTY KAHAJIOB Mepeaadn JaHHBIX;

OCYIIECTBIATE  JOCTYN  [IOAB30BAaTeNed ¢ NPUMEHEHHEM  CTpOroH
ayTeHTHOHKALHH .

IMone3oBaTeneM MOIDKEH OBITH HCKIOYEH HECAHKIMOHUPOBAHHEIA MOCTYI K
MOOUIBEHOMY YCTPOHCTBY.

43, TIpuMeHeHHe MONIb30BATEeIIAMH JIMYHBIX MOOHAEHBIX YCTPOHCTB AT JOCTYNA K
HHQOPMALIMOHHBIM CHCTEMaM H coAepkalielici B HUX HHGOpPMALMUA € UEJBIO
BBINMOJIHEHHA CBOUX 0O0s3aHHOCTel (QYHKUHMI) JOMYyCKaeTCad B Clydae COOTBETCTBHA
MOOWIBHBIX  yeTpolicTR TpeGoBanmsM M HamuuMs y omneparopa (obGnajarens
HH()OPMAITNH) BO3ZMOKHOCTH KOHTPOJIA UCIOAL30BaHAA MOOUIIBHBIX YCTPOHCTB.

44. KoHTpOb UCIIONB30BAHHA MOOMILHBIX YCTPOICTE JODKEH OCYLIESCTBIATHCS B
COOTBETCTBUH ¢ BHYTPEHHUMHU CTaHAAPTaMH H PETTIaMEHTAMH MO 3aIMUTe HHPOPMaLUH.

45. [Ipy nprMEHCHUN MONMB30BATEILIMH MOOHIBHBIX YCTPOHCTB WA AOCTYNA K
MHGOPMALIMOHHBIM CUCTEMaM H colepikamieiics B HUX HHGOPMALMH, HE CBA3AHHOTO C
BBINOTHCHHEM NONB30BAaTENEM CBHX 0Os3anHoCTeH (pyHKIUET), B TOM HHChe A7 JOCTYHa
K obmexocTynHoH uHdopMaiuu, onepatopoM (obgagatenem uaPOpMaLUA) JOKHEI
IPUHUMATECA MEpHI 110 3anuTe MHGPOPMALHOHHBIX CHCTEM H COIEpKAlHEics B HHX

5 Tynktr 3.54 maoponansHoro crapmapra Poccmitckoit ®emeparun TOCT P 58833-2020 «3ammra uHGOPMALIHE.
Hoentudurauns v ayrentuduxauna. OOwme TpeGoBaHMA», YIBEPXIASHHONO M BBEICHHOTO B ASHCTBHE MPHKA3IOM
Poccranpmapra ot 10 anpens 2020 r. Ne 15%9-ct (M., ®I'BY «HHCTHTYT cTaHAapTH3alHH», 2020).
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uHGOpMALMY H, NPH HEOOXOAHMOCTH, O00ECEeUMBATHCSA 3ali{HTa KaHAJOB Iepeajdu
JAHHBIX, UCIIONB3YEMBIX 71 OCYILECTBICHHA AOCTYTIA.

46. IlocpeaCTBOM MPOBEACHMS MEPONPHATHH MO OOECIICYCHHUIO  3ALIMTEI
HHbOpPMALUM TPH YAATEHHOM JOCTYIE INOJNB30BaTencH MOMKHA OBITH HCKITIOYEHA
BO3MOKHOCTh HECAHKLIHOHMPOBAHHOTO AOCTYNa (BO3ZEHCTBMA) K HHG)OPMALHOHHBIM
CHCTEMAaM H coepikalleiics B HEHX HH}OpMAlUU, a TaKXe K B3aHMOJICHCTBYIONHM C
HMMH TPOTPaMMHO-ATIIAPATHBIM CPECTBAM TOJB30BATENEH Yepe3 KaHambl Iepeaavu
IAHHBIX, HHTCPhCIHCH H MOPTHl YAAISHHO MOMKIFOYAEMBIX NPOrpaMMHO-ANNAPATHBIX
CPEOCTB.

Ipu ymaneHHOM OOCTYIE MOIB30BaTencH K HHOOPMALHOHHBIM CHCTEMAM H
cofepxanieiici B HMX HHGOPMAUMHM B HelNAX BBITONHEHHA CBOMX OOS3aHHOCTEH
(¢pynxunii) onepatopoM (001agaTeneM HH(YOPMALIMH) JOJDKHBI IIPHHMMATBCA MEDPHL 1O
3amuTe HMHGOPMALKMOHHBIX CHCTEM ¥ couepkaulelica B HHX HHGbOpMALIMH,
of0ecnieunBaThCA 3al[UTA KAHATOB MepeAadd [JAHHREIX H IPOrpaMMHO-ANNapaTHBIX
CpeAcTB, C HCNMONB30BAHHEM KOTOPBIX OCYIIECTBICTCA YAAICHHBIR  TOCTY,
HCKIIOYATBCS  HECAHKIMOHMPOBAHHBIH OOCTYH K  YIANEHHO NOAKIIOYACMOMY
MPOTPAMMHO-ANNAPaTHOMY CPEACTBY NMOMb30BATENA.

V aaneHHslil JOCTYN MONL30BaTeNeH B LEX BBHIMONHEHUS CBOUX 00A3aHHOCTEH
(pyHKOMIA) JODKEH OCYIIECTBIMITECA € HCMORB30BAHHEM NPOrpaMMHO-AMMNapaTHBIX
CpPeCTB, BBIICICHHHIX onepaTopoM (obnagaTencM HH(POPMALHH) H COOTBETCTBYIOIIHX
TpeGorarusam. [To cornacoBaHiio co CTPYKTYPHBIM HoApa3jeleHHeM (CIelHaIMCTaMH)
mo 3anmre WHGOPMAIMH JONMYCKAaeTci MpPeJOCTABICHHE YHANEHHOro IOCTyma K
HHO)OPMAILIMOHHEIM CHCTEMAaM C HCIIOMBb30BAHHEM JIHYHBIX IIPOTPAMMHO-AIIIAPATHLIX
CpelCTB mMoNb30BaTens oneparopa (obmamatens MEGOPMAalUH) IMpPH  YCIOBHH
NpUMEHEHUA 1A YJaNeHHOro AOCTYMa CepTUHUIHPOBAHHEIX CPEACTB obecHedeH s
6e30macHON AMCTAHLMOHHOM paGoTEI'®, CpeACTE AHTHBHUPYCHOM 3aUIHTHL H MHBIX CPEACTB
3AIMHTHI HHPOPMALHH, HCKITIOYAIOMHUX YTPo3bl 0€30MaCHOCTH HHGOPMALIHH, CBA3AHHBIC
C YAANECHHBIM JOCTYIIOM.

VaaneHHBIA JOCTYH NOAb30BaTeNciH K HHQOPMALHOHHBIM CHCTEMaM B IENAX
BLIMOJIHEHHA CBOHX oOssamHOocTedl (pyHKUMH) JOIKEH OCYIIECTBIATRCA €
HCIIONB30BAHUEM ceTell CBA3H, PpacHoNOXKCHHBIX Ha TeppuTOopHH Poccuiickoi
Pemepanuy, DOCPEACTBOM NPUMEHEHH CPEACTE 3aIMTHI KaHana Iepefadd AaHHbIX, H
cTporo#i ayreHTHUKALUH MONB30BaTENEH.

Ilpy ymaneHHOM AOCTYNE TONB30BaTeNedl K HHMOPMAIHOHHBEIM CHCTEMaM H
coJepkaiiedcs B HUX HH(POPMALMH, HE CBA3AHHOM C BHINOJIHCHHEM I10JI30BATENAMH
cpoux o0s3aHHOCTEH ((pyHKUHMI), B TOM 4YHCIe IPH JOCTyne K OOLICAOCTYIHOH
uHpopManun, oneparopoM (obnanareneM HHGOPMAUMK) NOJLKHEL NPHHHMATBCH MEPHI

1 TIpukas ®CTIK Poccuu or 16 despama 2021 r. Ne 32 (3apeructpuposan MmumiocroM Poccrm 15 mioms 2021 r,
perncTpalHoHHEN No 63867).
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no 3amure MHGOPMALIMOHHBIX CHCTEM H COACPXKALICHCS B HUX HHOOPMALMH H, IIpH
He0OX0AMMOCTH, 00€CIeYHBATRCS 3alIMTa KAaHAJIOB Iepelayl AaHHBIX, HCIIOIB3YEMBIX
11 OCYIIECTBICHUA YIATeHHOTO JOCTYIIA.

Koutponp yaajleHHOTO AQCTYNA MOib3oBaTeneil kK HHYOPMALIHOHHBIM CHCTEMAM
JOKEH OCYLISCTBIATBCS B COOTBETCTBHH ¢ BHYTPCHHHMH CTaHAApTaMH M
perjiaMeHTaMH Mo 3aluTe HHPOPMAaLHH.

47. ITocpeacTBOM TpPOBENEHHA MEpPONpHATHH Mo 00eCmeuYeHurd 3allHTHI
uHGOpPMaudK TpH OGECpOBOJHOM HOCTYNE MONB30BaTeled K HH(pOPMAIOHHBIM
CHCTEMaM AOKHA OBITh MCKIIOYEHA BO3MOXKHOCTH HECAHKLHMOHHPOBAHHOIO XOCTyNA
(BO3HEHCTBUA) K HHPOPMAIMOHHBIM CHCTEMaM M ColiepKalleHcs B HUX HH)OPMALIIH 33
cYeT HEeCAHKIHOHHMPOBAHHOTO HOAKMIOUEHHS K TOYKaM OeCHpOBOJHOrO AOCTYIA H
AocTyna K 0ecupoBOAHBIM KaHANAM NepeJadd JaHHBIX, IOAMEHBI B3aHMOAEHCTBYIOINX
¢ HEMH OpOTPAMMHO-AIINAPAaTHEIX CPENCTB WM AOCTYIA K HHEM.

IMpu GecnpoBOAHOM AOCTYTE MOL3OBATENCH K HHPOPMALMOHHEIM CHCTEMaM U
cojepameiics B HUX HHQGOPMALMH B LeJAX BBHINONHCHHA CBOUX OOA3aHHOCTEH
(pynkmmii) oneparopom (obrnazareneM HHGpoOpMalMK) JOKHBI IPUHMMATECS MEPBI M0
3allliTe WHGOPMALMOHHBEIX CHUCTEM H cojepxaimelica B HHUX HH(pOpMaLHH,
o0ecneunBaThcs 3aiuTa OCCIPOBOAHBEIX KAHAIOB MMepelayd AAHHBIX H NpOrpaMMHO-
ANIIapaTHBIX CPEICTB, ¢ HCMONB30BAHHEM KOTOPBIX OCYIIECTBIAETCA OeCHpOBOIHOMH
poctym. [locpeacteoM dopMmHpoBaaHa KOHPUTYpPALH U HACTPOEK, YPOBHEH CHTHAJIOB
TOYeK OECIPOBOHOTO AOCTYIA, MCHONB3YEMBIX UL HOIKIIOYEHHS MONb30BATENCH K
HHGOPMALHOHHBIM CHCTEMaM B LICJIIX BBINONHEHMS CBOMX 00A3aHHOCTEH ((PyHKIMH),
HOMKHA OBITH MCKIIOYEHA BO3MOXKHOCTS MOJKITKYEHNS K HUM JIML, HE HMCIOIIHX [IPaB
A0CTyna K HHPOPMALHOHHBIM CHCTEMaM. YKa3aHHble TOYKH OeCIIpOBOAHOTO JOCTYMa
JOMKHBL OBITH OTHO3HAYHO HISHTH(PUIMpOBaHB B HH(QOPMAIHOHHBIX CHCTEMAX, 4
TAK)Ke OMpeieieHbl MECTa HX Pa3sMEISHMUS.

Toukn GecOpoOBOAHOIO JOCTYNIA U HNOCTPOEHHBIE HAa UX OCHOBE OECIIPOBOJHEIE
CETH CBA3H, HCIIONB3yeMbIe A7 NOCTYNa NOJb30BaTeneH K HH(DOPMAHOHHBIM CHCTEMAM
U coacpxamieiics B HUX HHGOPMALIKH B UENAX BHIIOJHEHHA UMH CBOHMX 00sf3aHHOCTEH
(yHKUMI), JOMKHBI OBITH M3OMHPOBaHBEl OT OeCHpOBOAHBIX CETEH  CBA3H,
npegHasHaueHHbIX 1A JocTyma K ceth «MHrepHer» M (WiH) OOLIEZOCTYIHOM
uHdopManuu oneparopa (odnagartens uHGoOpPMALIHH).

48. [TocpeacTBOM MpPOBEAEHUA MEpONpHATHH N0 OOECHEUEHHUIO  3aILUTEI
HHGOPMAnUH [PH TNPEXOCTABICHHM IPHBWIETHPOBAHHOTO JAOCTYMA OODKHA OBITH
MCKIIOMEHAa  BOSMOXKHOCTh — MONYYEHHS  TPHBHICTHPOBAHHOTO  JOCTYNa K
AHGOPMALIMOHHBIM CHCTEMaM JIMIAMH, JUIS KOTOPHIX TaKOH OOCTYI JO/KEH OBITh
HCKITIOYEH, a TAKKe MCIIONb30BAHMA TNOBBILICHHBIX IIPaB AOCTyHA ¢ HApYLICHHEM
BHYTPEHHHX CTAHOAPTOB U PErNaMeHTOB N0 3alIHTe HHPOPMaLHH.
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JUIsL TOMyde¢HHs DPHBUAECTHPOBAHHOIO JOCTYHAa JODKHBI OBITB CO3JaHEI
NPUBUIETHPOBAHHEIE YIeTHBIC 3anncy. IIpHBHISTHPOBaHHBIE YUETHBIE 3aITHCH JOJDKHBI
UMCTE MPaBa AOCTYNA, MUHUMAJIBHO He0OXOJHMBIE I BBHIOIHEHUS MONB30BATECIAMH
BO3MOXKEHHBIX Ha HHX oOa3aHHOcTell (PyHKIMIA), B COOTBETCTBHH ¢ NPHHATBIMH B
HHOPMAIIMOHHBIX CHCTEMAX MOASIAMI JOCTYTIa IIonb3oBareneil. [IpusunerupoBaHHbIe
yJETHBIE 3aIHCH, HMEIOIIHE NMpaBa MO CO3MAHHIO APYTHX NMPHBHIETHPOBAHHBIX YYETHEIX
3anucedt, NOMKHBI OBITH NEPCOHUPHIHPOBAHHBIMU.

[TpuBHIErHPOBaHHBIN JOCTYN JOJDKCH OCYIIECTBIATECA C IPHMEHEHHEM CTPOTOH
ayreHTHOHUKAHH, a B CIy4ae TeXHHYECKOH HEBO3MOXKHOCTH HPHMEHEHHA CTpOTOH
ayTeHTHOUKAHH — ¢ HCOONb30BaHHEM  YCHIEHHOHM  MHOro¢gaKkTOpHOM
ayTeHTHHUKALHH.

He momyckaercsa oObeavHEHHE B paMKax OJIHON NPUBWIETHPOBAHHOH YYETHOM
3aMUCH WM OJHOW Tpynnsl MPUBWISTHMPOBAHHBIX YYETHBIX 3anuced poach no
CHCTEMHOMY  QJIMHHUCTPUPOBaHHIO, poledl no pa3pabdoTke H  TECTHPOBAHHIO
NPOTrpaMMHBIX, [POrpAMMHO-ANNAPAaTHEIX  CPEICTB, pONeH  aJAMHHHCTPATOPOB
0e30MacHOCTH.

Heucnons3yeMele TPHBWICIHPOBAHHEIE YYeTHBIE 3allCH  JOJDKHBL  OBITH
3a0OKHPOBAaHKI H yJaleHbl B COOTBETCTBHHM € BHYTPEHHHMM CTaHAApTaMH U
periaMeHTaMH 10 3aluTe HHGOopManuu.

BcTpoeHHble MPHUBHIETHPOBAHHBIE YYETHBIE 3aIHCH JOJDKHBL OBITH OTKIIIOUEHBI
WIH; B CIy4ae HEBO3MOXHOCTH OTKIIOUCHHS; IEPEHMEHOBAHBI IOCIE 3aBEPLICHHUA
HacTPOIKH M YCTAHOBKH KOH(HUIypamuii, 3aJaHHBIX BHYTPEHHHMH CTaHIApTaMH 10
samure  pHpOpMauuH.  AyTeHTHHKallMOHHas  HHGOpPMaALMA  BCTPOEHHBIX
NPUBUIECTHPOBAHHEIX YUETHBIX 3alMceil MOMKHA ObITh M3MEHEHa B COOTBETCTBHH C
BHYTPEHHUMH CTAHIAPTAMU H perTaMeHTaMU IO 3allluTe HHGOPMALIUH.

Bce  pgelictBHs 1o jgocTymy — MONB30Bareledl ¢ HCHOAB30OBaHHEM
NMPUBUJICTHPOBaHHBIX  YYETHBIX 3alHced MNoJjIexar perucrpauun. KoHTtpons
HCTIONB30BAHUSA TPHBHICTHPOBAHHBIX YUETHBIX 3allUCEl JOJDKEH OCYILECTBIATLCA B
COOTBSTCTBHH C BHYTPECHHHMH CTAHIAPTAMH U PErJIAMERTaMM IO 3aIuTe HHGOpMaluu.

49. MeponpuATHA 10 OCYIUECTBICHHI) MOHHTOPHHIa HHGPOPMAHOHHON
6e30MacHOCTH AOJUKHBI NpeycMaTpuBaTh cOOp JAHHBIX O cOOBITHIX 6€30MaCHOCTH, HX
00paboTKe U aHaJIM3e, a TaKKe BhIABJICHHE MIPU3HAKOB pealu3aliy yrpo3 0e30MacHOCTH
uHpopMaLui u (WIH) HapyiueHUH TpeOoBaHMil BHYTPEHHHX CTAHAAPTOB U PETrJIaMEHTOB
no 3amure HHPopMamuu. MeponpHATHS 1O OCYIIECTBICHHIO MOHHTODHHIA
UHPOpPMAaUHOHHOH 0€30MAacCHOCTH JODKHBI IIPOBOAHTHCS B OTHOIICHHH BCEX
MHPOPMALIMOHHBIX CHCTEM, 33 MCKIIQUEHHEM JIOKATBHBIX H  H3QJUPOBAHHBIX
MHQOPMALMOHHBIX CHCTEM, B KOTOPBIX IO/DKEH 00eCneqHBaThCs KOHTPO/b JKYPHAIOB
perucTpauuu cobpITHIL 6€30MaCHOCTH.
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MeponpHuaTHS 0O MOHHTOPHHLY HHGOPMAIMOHHOH O0€30IIaCHOCTH JOJDKHEI
OCYLIECTBISTHCA B COOTBETCTBHH ¢ paszgenamu 4 u 5 T'OCT P 59547-2021.

B xoze rnpoBeaeHUs MOHUTOPUHI2 HHPOPMAHOHHOM 0E30IIACHOCTH UL aHAIH3a
3a(hHKCHPOBAaHHBIX COOBITHH ©O€301aCHOCTH M  BBIABICHHBIX B HHX MPH3HAKOB
peanu3alui aKTyaNbHBIX YTPo3 AOMYCKAeTCA HCTIONB30BaHHE NOBEPEHHBIX TEXHOIOTHH
HCKYCCTBEHHOTO HHTEIIIEKTa!,

CTpyKTypHOE NoApa3/ieNne e (CIeIUaNHCThI) [0 3alIHTE HHQOPMALIHHU ollepaTopa
(oOnmamarens HHpOpMAIMH) ¢ IEPHOTHYHOCTHIO U B CPOKH, YCTAHOBIICHHBIC BHYTPEHHHM
peryiaMeHTOM 0 3aluTe HHPOPMAaLHH, JOHKHO (AOJDKHBI) pa3paboTaTe U MPEACTABUTH
PYKOBOIMTENMIO onepaTtopa (obnaaaTens HHPOpPMALHU), OTBETCTBEHHOMY JIHILY OTYET O
pe3ynbTaTaX MOHHUTOPHHTA, KOTOPBIH B TOM 9HCIE JOIDKCH COZEPKATh THHEI COOBITHI
Oe3omacHOCTH, OOHAPYKEHHBIE 10 pe3yJBTaTaM MOHHTOPHHIA, H CBA3AHHBIC ¢ HMMH
KOMITBIOTEPHBIE MHLAAEHTHI (TTpH HX HANIMTHH), & TAKKE PeKOMEHIALIUY M0 UX aHAH3Y
U (wi) yctpaneHHu1o. [locnenunit B TeKyieM rogy oT4eT o pe3yabTaTaX MOHUTOpPHHIA
HJIH HTOTOBBIH OTYET 3a TEKYIHii roJ {B ciy4ae ero pa3paboTkH) MOCe NpeacTaBlaeHUsa
pykoBoautenio onepatopa (obmazaTens HMHGOPMALMH) HANpPaBIdeICs ONEPaTopoM
(o6namarenem uadopMmarun) B PCTIK Poccuu B 1EMIX MOHHUTOPHHIA TEKYIIETO
COCTOSHHs TeXHHYECKOH 3aIUThl HEpopManmu 'S,

50. MepompuaTHa no pa3paboTke 06€30MacHOTO MPOTrPaMMHOTO ObeCHeYeHHA
JOJDKHBI OBITH HANPaB/IEHB! Ha NPeJOTBPALLEHNE NOABACHHS, BLIBICHAE H YCTPAHCHHE
ya3BUMOCTeli B pa3pabarTeiBaeMOM onepaTopoM (o0nagareneM MH(pOpMAaLMH)
HporpaMMHOM o0ecnieueHMH. MeponpUATHA o pa3zpaboTike 6€30HaCHOTO IPOTPAMMHOTO
obecnieyeHnss MOPOBOTATCA B CIIydae OCYLIECTBICHUA oOnepatopoM (obmajaTteneM
HHGOpPMAallHH)  CaMOCTOATENBHON  pa3paboTKH  NpOrpaMMHOrO  OOeCIecYCHHHA,
TIPHMEHAEMOro B HHGOPMALIMOHHBIX CHCTEMAX.

B cnywae caMmocTtoaTennbHoil  paspaborku  omepatopoM  (obnmamateneM
AHGOPMALIMK) POrPaMMHOTG O0ecIedeHus, NpeIHa3HAYeHHOrO AJI1 HCIONb30BaHHA B
HHOOPMAIMOHHEIX CHCTEMAaX, JOJLKHBI OBITH peaif30BaHBl MepHI, NMPEIyCMOTpPEHHLIE
paznenamu 4 1 5 TOCT P 56939-2024.

B cny4ae mnpuBneueHHs omnepatopoM {(oOnamareneM wnHpoOpMauuH) LI
pa3paboTKH MpOrpaMMHOTO OOeCHedeHHs NONPAAHONH OPraHW3alUH IO PEILECHHIO
pykoBoguTens (OTBETCTBEHHOTO IHL[A) B TEeXHHYECKOE 3aJaHHe Ha pa3paboTKy
IIPOTPAMMHOT0O 00ECTIETeHHS MOTYT OBITH BKIIOUEHH TpeGoBaHHA MO pa3paboTke
OesomacHoro nporpammuoro obecnedenns B cooTBeTcTBHU ¢ [OCT P 56939-2024.

51. IlocpencTBoM mnpoBexeHUS MEpONPUATHH N0 00ecred4eHHI0 (BU3MICCKOH
3aIUThl  UHPOPMALMOHHEIX CHCTEM [ODKHA OBITh HCKIOYEHA BO3MOXHOCTB

17 [ToAnyHKT «i» OyHKTa 5 HalHOHANBHO#H CTPaTErd pasBHTHA HCKYCCTBEHHOTO HHTEIUIEKTA.
¥ Monnyukrt 6' nynkra 8 Monoxenns o DCTIK Poccun
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HECAHKUHOHHPOBAHHOTO PH3MIECKOro JOCTYNA K NPOrpaMMHO-aNNapaTHBIM CPEACTBaM
06paboTkH 1 XpaHeHUA HHPOPMAIIMU.

OU3NYECKHI TOCTYI X NPOrpaMMHO-aMapaTHEIM CpeAcTBaM HHQOPMAIIHOHHBIX
CHCTEM, NIPEAHA3HAYEHHBIM JUI 00paboTku M XpaHeHUs HMHPOpPMaIUH, HODKEH OBITH
MPEIOCTABIEH [OJb30BAaTeNAM, KOTOPHIM YKa3aHHBIA JOCTYNl HEOOXONHMM [y
BBIMOJHCHHA BO3NMOKEHHHIX Ha HHX oOssaHHOCcTeH (yHknui). Iporpammuo-
anmapatHele CpeACTBa HHGOPMALMOHHBIX CHCTEM, MpPEiHA3HAUEHHBIE AN XpaHECHHUs
HH(OPMAITHH, JOJDKHBE OBITH YCTAHOBIEHBI B IOMEIICHAAX (30HAX NOMEIEHH, liKadax,
dyTiIApax, Kopiycax), HeCAHKLIMOHHPOBAHHEIH PU3UYECKHH JOCTYII B KOTOPEIC TOJDKEH
OBITh UCKIKYCH.

KoHTpons ¢H3IHYECKOTO [OOCTyNa K [pOrpaMMHO-anMapaTHBEIM CPeACTBaM
00paboTKH ¥ XpaHEHHS WH(OPMALMA OrPaHHYCHHOrO AOCTYNA H (MIH) B IOMCIICHHA
(30HBI IOMELEHHIH, KAa(EI, yTIAIpEL, KOPIYCca), B KOTOPBIX OHH YCTaHOBJECHBI, JOIDKEH
OCYLUECTBIATECA B COOTBETCTBHH ¢ BHYTPCHHHMHM pETVIAMEHTAMH [0  3alllHTe
uHpOpMaLIHH.

CheMHBIE MAITHHHBIE HOCHTENH HH(POPMALHH, pa3pelleHHbIe /1 HCIIOIb30BAHHA
B HH(OPMAILMOHHBIX CHCTEMax, MONEKAT YYETY M KOHTPOIO HCMONL30BaHuA. B
HH()OPMAMOHHBIX CHCTEMAaX JOIKHEI HCIOIb30BaThCsd ChEMHBIC MALHHHEBIE HOCHTEIH
uHpOpMalliK, BEIIaBacMbIe orepaTopoM (obnanareneM wuHpopMaummu). B cayvae
OGHAPY)KCHUS IIONIB30BATENIEM CHEMHOIO MAOIMHHOTO HOCHTEIA HHQOpMAaLHH,
NPHHAITCKHOCTh KOTOPOro HIH BIAJENblia KOTOPOTO YCTaHOBHTH HE YIANOCh, TAKOU
CHEMHBIIl MAIIHHHEIA HOCHUTENh HHGOPMALMH ACILKCH OBITH IEPEJaH B CTPYKTYPHOE
monpasfieNieHue (CIeEHaIMCcTaM) Mo 3aIIUTe HHGpOPMALHHK A/ aHATIHM3a COACPXKALeHCs
Ha HEM MHGOPMAITIH, MPOTPaMM U [IPU HEOOXOJUMOCTH JAJBHEHNICTO YHHUTOXKEHHUS.
IMoaxmoueHue OOHAPYKEHHOTO CBEMHOTO MAUIHHHOTO HOCHTENI HWHQopMauuu K
HHOOPMALHOHHBIM CHCTEMAM 3aMPEINaeTCs.

52. TlocpeACTBOM TIPOBEACHNA MEPONPUATHIA N0 OOECIIEUEHHIO HENPEPBIBHOCTH
(YHKIHOHHPOBAHHA HH(POPMAIMOHHBIX CHCTEM IIPH BO3HUKHOBEHHH HEINTATHBIX
cUTyauuil Jo/bkHa OBITH 00ecmeueHa BO3MOXKHOCTH BOCCTAHOBJIEHHSA BBINOJHCHHUS
dyukmuii  (npoueccos, BHAOB paboT) HHPOPMAIMOHHBIX CHCTEM, I KOTOPBIX
omepatopoM (obnagareneM HHQOPMALUH) YCTAHOBICHBI TPEOOBAHHA K HEMPEPLIBHOMY
pexxuMy (YHKIHOHHUPOBAHHSA (Hanee — 3Ha4YMMblE PYHKIHHU), B NPEACIax HHTEPBAIOB
BpeMEeHH  BOCCTAHOBNSHHSA, YCTAHOBICHHBIX BHYTPEHHHMM  CTAHJApPTAMH H
periaMeHTaMH Mo 3ailuTe HHPOPMALUH.

53. NurepBanel BpEMEHH BOCCTaHOBJICHHS (GYHKIMOHHPOBaHHS
UHPOPMALMOHHBIX CHCTEM, HX CErMCHTOB, BBINOJNHAIONIMX 3HAYHMBIC (YHKLIHH,
YyCTaHaBMHUBAIOTCA ollepaTopoM (obnagaTeneM nHGOpMaLHK) B COOTBETCTBHH ¢ AKTaMH,
HA OCHOBaHUH KOTOPBIX OCYIIECTBIAETCA CO3JaHME, SKCIUTyaTalus HHGOPMALIMOHHBIX
cHcTeM, MK TpeboBaHHAMH o0nafaTensl HHPOPMAIHN B 3aBUCHMOCTH OT 3HAYHMOCTH
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dyHKIUA g o0ecnevdeHHa  €ro  ACATCNBHOCTH, KIACCOB  3alLHUILICHHOCTH
HHGOPMALMOHHBIX ~ CHCTEM,  YCTAHABIMBAEMBIX  omepatopoM  (obmagateneM
HH(POPMALIEH) B COOTBETCTBUH ¢ MpHIOKeHUEM K TpeOoBaHUAM, H IOIDKHE] COCTABIIATE!

JuiA nHGOPMaLUHOHHEIX cHcTeM | Kilacca 3aIUINeHHOCTH — He Oonee 24 4acoB ¢
MOMEHTA 00HapYKeHHS HapyIIEeHNA PYyHKIHOHUPOBAHHUA,

A uHGOPMALMOHHBIX cHCTeM 2 KiIacca 3allUINEHHOCTH — He OGomee 7
KaJIeHJapHLIX JHEH ¢ MOMEHTAa OOHAPYKEHHA HApYLISHUs QYHKIIHOHUPOBAHN,

A UHGOPMALIMOHHEBIX CHCTEM 3 Kilacca 3allMIICHHOCTH — He fonee 4 Henens ¢
MOMEHTA 0OHapy)KeHHA HapymeHust $yHKITHOHNPOBAHUS.

54. [IporpaMMHBIE,  NPOTPAMMHO-AMNIIAPATHRIE  CPEACTBA,  IMO3BOILIOLIHE
00ecneuuTh BBIMOIHEHHE 3HAYMMBIX (QYHKIUA, JOMKHB OBITH pa3sBEPHYTH B
OTKa30yCTONIHBOi KOHQUrypalud, oOecreunBaloniell BOCCTAHOBICHHC BBIIONHCHUA
3HAYMMEIX (QYHKUWH B yCTAHOBIEHHBIH omepatopoM (obsamatenem HHGPOPMALUM) BO
BHYTPCHHIX CTAHAAPTaX M perflaMeHTax Mo 3auure HHGOPMAIMH UHTEPBAJI BPEMEHH
BOCCTAHOBJCHUA.

55. Onepatopom (ob6nagareneM HHPOPMALMH) JOJHKHO OBITh 00ecnedeHo:

CO3JaHUE JOCTAaTOYHOrO KO/JHYECTBA PE3EPBHBIX KOMHH NPOrpaMMHEIX,
[IPOrpaMMHO-aNIapaTHHIX CPeOCTB M HX  KOHOQUrypauuid, o0ecreyHBaromux
BBIMOJIHEHHE 3HAYUMEBIX (DYHKIMH, HEOOXOMUMEIX I BOCCTAHOBJICHUS BBUIOTHEHHA
3HAYUMBIX (PYHKLIUA B YCTAHOBJICHHBIH BO BHYTPEHHHX CTAHAAPTAX M PETIaMeHTax Mo
3aiMTe MHGpOpPMallMH HHTEpBal BPEMEHH BOCCTAHOBICHHA, H NEPUOTHUECKOE
TECTHPOBAaHHE TAKUX CPEACTB Ha paboTOCNIOCOOHOCTD;

CO3/IaHUE JOCTATOYHOTO KOAMYCCTBA PE3epBHBIX KOMHH  WHOOpMAUHH,
HeoOXoaumoH s o00ecmeueHUs BHLIMONHEHHSA 3HAYUMBIX (YHKIHH, a Taloke HX
XpaHSHHE Ha pa3HbIX THNAX MAaIIHHHBIX HOcHTeNnedl HHpOpMAIMU B MeECTax,
ofecredHBAOMNX UCKITIOYCHHE HECAHKIHOHHPOBAHHBIN JOCTYI K PEe3€pPBHAIM KOMHAM
HHGOPMALIHH.

IleproAMYHOCTE pe3epBHOTO KOMEPOBAHUSA, KOTTMUECTBO, THITH HOCHTENCH, MECTA
XpaHCHHMS PE3CPBHBIX KOIMH H YPOBEHb KPHTHUHOCTH pe3epBHpyeMo HHbopMarum
OMpPeAeNAIOTCA BO BHYTPEHHHX CTaHAApTaxX H perjiaMeHTax Mo 3alluTe HHPOPMALHHU.

Oneparop (obnagarens HHQOpMaIlHH) AOHKESH NPOBOANTE NEPHOAHYECKHE, HO HE
peXe OJHOTO paza B ABa roja, NpPoBepkH, B TOM 4YHCIE B (opMe TPEeHUPOBOK,
BO3MOXKHOCTH BOCCTAHOBJICHHS BBHIMOHEHHA 3HAYMMBIX (PYHKIMI ¢ HUCIOJNB30BAHHEM
pe3epBHEIX KOMHil NPOrpaMMHBIX, IPOTPAMMHO-aIIMAPATHREIX CPEACTB H HHPOpMALIHH,
HeoOXOAUMOH JUTA UX BHIMONHEHHS, C MPHBACUYCHUEM PaGOTHHKOB, 3a1¢HCTBOBAaHHBIX B
npoBeAeHHH paboT IO BOCCTAHOBNEHHIO (PYHKIHMOHUPOBAHUSA HH(POPMALHOHHBIX
CHCTEM.

B cnyuae mpoBeneHMsA MepONpPUATHI IO BOCCTAHOBACHHIO (PYHKIHOHHPOBAHMI
HHGOPMAIIMOHHBIX CHCTEM, HX CErMEHTOB, BHINONHAIOINMHUX 3HAYUMBIC (PYHKLHH, €
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NpeBBIIEHHEM HHTEPBAJOB BpeMeHH HX BOCCTAHOBICHHA AOJDKHA 00eCIeuHBATHCA
BO3MOXHOCTb BBIIIOJIHEHHA ITOJB30BATENAMH 3HAYMMBIX (YHKIUMH, B TOM 4HCIE B
HEaBTOMATH3HMPOBAHHOM peKHME, B COOTBETCTBHM C BHYTPEHHMMH perlaMeHTaMH [0
3aIIMUTe HHPOPMAIUH.

56. MeponpuATHa MO IOBBIICHHIO YPOBHA 3HAHHA u HHGOPMHPOBAHHOCTU
TIONIL30BaTeNei NHPOPMALHOHHBIX CHCTEM IO BONPOCaM 3allIUTH MHGOPMALMH JODKHBI
BKJIFOYATH:

a) HOBEACHHE AQ MOJL30BATENESH WHPOPMALMOHHBIX MATEPHAIIOB, B TOM YHCIE B
jopMe namaTok, GaHHEPOB, OYKIICTOB, N0 aKTyaNEHBIM BOTIPOCAM 3alATH HHPOPMAIHH;

0) mpoReAcHNE NEKIUH, CeMHHApPOB, OOYYAIOMMX MIP TO BOMPOCAM 3alIHTHI
HH(pOPMAITHH;

B) NpOBeJeHUE UMHTALMOHHBIX PACCHUIOK 3/EKTPOHHBIX IHCEM Ha CIIy)keOHbIe
azpeca 3JICKTPOHHOH INOYTHI, HHBIE CIYXeOHBIE CpeACTBA KOMMYHHKAOHH C LIENbIO
OlLIeHKH YCTOMYMBOCTH MOMB30BaTeNeH K METOAM COLIMANBHOH HHKEHEPHH;

) IpoBeACHHE TPEHHPOBOK C MOJB30BATENIMH IT0 MNpPAaKTHYECKOH OTpaboTke
MEpOTpMATHI 1o  3amure HHPOpMamuH, MPSIYCMOTPEHHBIX  BHYTPEHHHMH
permaMeHTaMHu Mo 3amure uHpopMmaumu, U (GOPMHPOBAHUIO HABHIKOB [0 3allUTE
HH(bOPMALHH.

57. IlpuMenseMule  onmeparopoM  (obmagaTeneM uH(oOpMaluH)  CrOcoObI
HDOBLIIICHHS YPOBHA 3HaHHH MOJbL30BATENCH MO BONpOCaM 3aIUMTBl HHQOPMAILIHH,
MEPUOAUYHOCTE W (OPMBI OINCHKH YPOBHA 3HAHHI JODKHBI OOPEACHATHCA BO
BHYTPEHHHMX perJIaMeHTax o 3ammure uHpopmanun. OUEHKa YPOBHA 3HAHHU JOJDKHA
IPOBOAUTECA HE PEKe OJTHOrO pasa B TPH rojia HIIH NOCIE KOMIBIOTCPROTO HHIMJCHTA,
npousoLIeAnIero y omneparopa (obnagatens undopmauuun). Jlnsa none3oBateneil, y
KOTOPBIX OTCYTCTBYIOT 3HAHHSA IO BONpOCAM 3alUTH HH(OpMaLuH, XODKHO OBITH
OpPraHN30BaHO TOBTOPHOE MPOXOKACHHE O0YYalMMX KYpPCOB IO BOIPOCAM 3alIHUTHI
HHpOpMaLHH.

58. IlocpencTBoM mpOBEACHUA MEPONPHATHI Mo 3ammTe HHPOPMALHH MpU
B3aUMOACSHCTBHH orepaTopa (obnagarea nHGOpMaLUH) C IOIPAAHBIMIA OPraHH3ALHIMHI
JOIDKHA OBITh HCKIIOYEHA BO3MOMKHOCTh HECAHKIMOHMPOBAHHOTO OCTYNIAa HIH
Bo3AelcTBUE HAa HMHGOPMAUMOHHBIE CUCTEMBI B COACPXKALIYIOCS B HHX HH(OPMALHIO
yepe3  B3aHMOAEHCTBYIOIUME ¢ HHGOPMAUMOHHBIMH CHCTEMaMH IPOTPaMMHO-
annaparHele CpefCTBAa MOJPAAHBIX OpPraHH3alMi WIHM KaHAJBl [epefavyH AAHHBIX H
HHTEpGEHCE, HCMONb3yeMble A7 AOCTYNAa NOAPAJHBEIX  OpraHM3amuid K
UHPOPMANIHOHHBIM CHCTEMAM.

OnepatopomM  (oOnamateneM HHpOpMauyH) B  OTHOIIEGHMH [OAPAAHOMN
OpraHU3alliH JO/DKHEI OBITH yCTaHOBIIEHBI TPeQOBAaHUA MO OOECMEYCHHIO 3ALIUTHI
rHpOpMaLUH, K KOTOPOH NOJIYyYeH JOCTYIL.
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He nomyckacTcsi KONMPOBAHUE MMONPANHBIMH OpPraHH3alluaIMU HHGOPMAaIHH, K
KOTOpOH KM NOPENOCTaBJIEH AOCTYIN, €CIH Takoe KONHMPOBaHHE He NPEIYyCMOTPEHO B
JOKyMeHTax omnepatopa (oOnajatend HHQPOPMAaLHH), HA OCHOBAHHH KOTOPBIX
MOAPAAHBIM OPTaHH3ALUAM [IPEAOCTABAEH JOCTYI K HHPOPMAITHOHHEIM CHCTEMAaM.

B HH(GOPMAIHOHHBIX CHCTEMAX, OTACIBHBIX IPOrPAMMHO-AINAPATHEIX CPE/ICTBAX
HOAPAJHBIX OpraHH3allHii, B KOTOPBIX OCYLIECTBILIIOTCA 00paboTka M XpaHeHHe
HONYYCHHON B pe3ynbTaTe MpeJOCTaBICHHOTO AOCTYNAa MHGOpPMALUH, JOKHE! OBITH
OpUHATH. Mepbl 10 3anmuTe MHGpopMarmy, CoctaB MH(GOPMALUM, LEAH €€ 3alIUTH U
KJIACCHl 3AIUIIEHHOCTH, B COOTBETCTBHU C KOTOPHIMH MOAPSAHBIMH OPTaHH3ALHAMH
JODKHBI OBITH TPUHATHL MEPBI IO 3aluTe HHQPOPMAlM BO B3aHMMOAEHCTBYIOILHX
HHQOPMALMOHHBIX ~ CHCTEMaX, YyCTaHaBNHBaloTcA  omeparopoM  (obnamatenem
UH(GOpPMalMi) Ha OCHOBAaHHH TpeOoBaHUH BO BHYTPEHHMX CTAHAAPTAaX W PETiIaMEHTax
110 3aluTe HHGOpMAIHH.

PaspaGoTka (pa3BuTHE) W (WIH) TSCTHPOBaHHE NPOrPaAMMHOrO 00eCTIcYCHMA
NOZPSAHBIMH OpTraHU3ANNAMU HEMoCPeACTBEHHO B IKCITYaTHPYEMBIX
rHGOPMAIHOHHBIX CHCTeMax omnepatopa (oOmanarens nHpOpManuu) He JOMYCKaeTcs.
Jins npoeeaenus paGor mo paspaborke (pa3BUTHIO) H (HWIH) TECTHPOBAHUIO
IPOrpaMMHOro oOecredeHus paGOTHHKAM MOAPATHBIX OpPTaHH3aUUi NOKEH OBITh
OpeaocTaBieH AOCTYN K BBIACNEHHBIM TS TNPOBEASHMsA TaKHX paboT cTeHaaM
paspaboTkn # (WIM) TECTHPOBaHHA, KOTOPHIC MO/DKHEL OBITE M3OJIMPOBAHBLI OT
HKCIUTyaTHPYEMBIX MH(POPMAIIMOHHBIX CHCTEM omneparopa (obnanarens HHQOpMaLHH).
KoHTposp gocTyma MoApsIHBIX OpTaHU3aliii k cTeHiaM pa3paboTku (pa3BuTHA) H (WIH)
TECTUPOBAHHUS JOJIKEH OCYIIECTBIATHCA B COOTBETCTBHH ¢ BHYTPEHHHMH PETTIAMEHTAMH
o 3amuTe HHpOpMAaLUK.

59. TITocpencTBOM MPOBEACHUA MEPONPUATHH MO OPraHU3alMi W TIPOBEACHHIO
3aLIMTH OT KOMIBIOTEPHBIX aTAK, HAINPARJIECHHBIX HA OTKa3 B O0OCIY)KHBAaHUH, NOJDKHA
ObITh HCKNIOUEHAa BO3MOXKHOCTH OJIOKHPOBAHHA AaBTOPH30BAaHHBIM I0OJbL30BATEIAM
AOCTYNA K HHPOPMAMOHHBIM CHCTEMaM M (WiK) cofiepxkalleiica B HUX MH(pOpMaluH
BCIEJICTBUC HECAHKIIMOHHPOBAHHBIX BO3NEHCTBHI Ha UHTEpP(EHCH, MOPTHI, CEPBHCH], K
KOTOPBIM J0JDKeH OBITh 00ecieueH MOCTOAHHEBIN 10CTyn U3 ceTH « IHTepHeT.

OneparopoM (obnagatenem uHPOpMalUH) JOKHO ObITh  obOecrnieyeHo
B3aHMO/ICHICTBHE ¢ TOCYAApCTBEHHOIH cHCTEMOH OOHApy:KeHW:dA, MpPEeayNpekACHHd U
NUKBUAALMH MOCICACTBHIA KOMIBIOTSPHBIX aTaKk Ha HHQpOpMalHOHHBIE PpECYpPCHI
Poccuiickoii Penepanun, a TAKKE B3AUMOACHCTBHE B aBTOMATH3HPOBAHHOM PEXHME ¢

IleHTpOM MOHHTOPHHIA H YIIPABIECHHA CETHEO CBA3H O0NIEro nois3oBanHus .

¥ yuxr 5 TMonoxenns o LleHTpe MOHHTOPHMHTA H YNPABNCHHA CETHIO CBAZH OBINEro NMONLIOBAHHA, YIBEPXKISHHOTO
upukazoM Pockomuamsopa or 31 mions 2019 r. Ne 225 (sapermcrpupoBan MunioctoM Poccun 22 woabps 2019 r,
perucTpauHoHHBIH Ne 56583), ¢ W3MeHeHIAMH, BHECEHHBIMHA NpRKazoM PockomHamiopa er 24 anpena 2024 r. Ne 73
(sapernctpupoBan Muntocrom Pocenn 6 uiona 2024 r., pernctpaiHoHHE Ne 78486).
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Meponpuarias,  OpeAyCMOTPEHHLIE  HACTOAIMM  IIYHKTOM,  JIOJDKHBI
OCYILECTBIATHLCS € MPHBICYSHHEM NPOBAHAEpPOB XOCTHHIa WM OpPTaHU3ALMH,
NPENOCTABIAIONMX YCAYTH CBA3H, WIH OpraHM3allMi, OKAa3pIBaIOIIHX YCIYTH IO
KOHTPONIO, (uibTpaund U OJOKHPOBAHHIO CETEBBIX 3alpocoB, O0OMafaromux
NPU3HAKAMEH KOMIBIOTCPHBIX aTaK, HaNpaBICHHBIX HA OTKa3 B OOCHYXHBaHHM.
TIporpaMMHO-aNTIAPATHEE CPEACTBa, HCHONb3yeMble I KOHTpONA, (QHIBTpanuH H
GJIOKMPOBAHHS CETEBBIX 3aIPOCOB, OONAMAIONINX MPH3HAKAMH aTakK, HAlPaBICHHBIX Ha
oTKa3 B OOCHYXHUBaHHH, ZOJDKHbI OBITH pacmonoxeHsl Ha Teppurtopun Poccuiickoi
®depepariuu.

Obecneuenre OOCTYNIHOCTH H3 ceTH «lIHTepHET» HHTepdelicoB H CEepBUCOB
HMHPOPMALMOHHBIX ~ CHCTEM, TNOMIEKAIIMX 3allUTe OT KOMIBIOTEPHBIX aTak,
HANpPAaBJICHHBIX Ha OTKa3 B 0OCIYXHBAHHH, JOILKHO OCYLUECTBIATECS B COOTBETCTBHH ¢
BHYTPEHHHUMH peIVIAMGHTaMH [0 3amuTe HHQOPMAalMM N0 COrJACOBAHUIO CO
CTPYKTYPHBIM TOJpAa3/ieNieHHeM (CIELMANUCTaMi) MO 3amuTe HHPOPMAlHH TOCHe
GPHHATHA Mep MO KOHTPONK H (QHIBTpallHM MCXOMAIEro W BXOMAIIETO CETEBOrO
TpadHKa B COOTBETCTBHHU C NEPEIHEM peCypcoB ceTH «MHTepHeT», ¢ KOTOPBIMH MOXET
B3aMMOJEHCTBOBATh HHMOPMALMOHHAA CHCTEMa, BKIIOYAIOIIHAM HCXONALUMA U
BXOAAIIUI CETERbIE MOTOKH, HX XapaKTEPUCTUKH U HCTIONL3YEMBbIe TIPOTOKOJBIL.

60. ITocpeacTBOM NPOBEJICHUA MEPONPHATHH 10 OOECMeYeHHI0  3alIHThI
HHQOPMALIHH [IPH UCIONB30BaHUH LT (PYHKIHOHHPOBAHUA HHPOPMAITHOHHBIX CHCTEM
HCKYCCTBEHHOTO MHTENIeKTa” J0/DKHA OBITE 00€CNeYeHa BO3IMOKHOCTh HCKIIIOUECHUS
HECAHKIIHOHHPOBAHHOTO  J0CTYHa K  MHQOpMAlMM  WIH  BO3ACHCTBHA  Ha
HHQOPMALIMOHHBIE  CHCTEMBI,  HECAHKUHOHHPOBAHHOTO  PacClpOCTPAHEHHS  H
Moau(pUKALHH HHGOPMAIUY, A TAKKE HCNIONB30BaHUI HHGOPMAIHOHHEIX CUCTEM HE MO
HX HA3HAYEHHIO 33 CUET BO3/EHCTBAS Ha HAGOpbl AAaHHBIX’', MPHMEHSEMBIC MOJCIH
HCKYCCTBEHHOTO MHTEJUIEKTa*? M HX MapaMeTphl>>, IIPOLECCH H CEPBUCH 0 06paboTKe
JAHHEIX H HOHCKY PelleH ",

He nonyckaercs mepenada iy, paspaboraBmieMy MoJenk HCKYCCTBEHHOTO
HHTCIIEKTa,  HHGOpManMM  OrpaHMYECHHOTO  AOCTYNA,  COJepXalleHcs B
HH(QOPMALHOHHEIX CHCTEMAX, B TOM YHUCTe 1A YIydlieHAA PYHKIHOHHPOBAHHSA MOJIEIIH
HCKYCCTBEHHOTO HHTEILIEKTA.

61. IIpu B3auMOJEHCTBHU MOJB30BATENEH B LENAX BBIMOIHCHHA HMH CBOHX
obs3annocTeli (PyHKUMIA) C cepBHCaMH HAa OCHOBE HCKYCCTBEHHOTO HMHTE/UIEKTa
HOCPEACTBOM HAMPABIICHHSA 3apoca M NOIyYeHH OTBETa JOJIKHBI OBITE:

2 MoanyHKT «a» NYHKTA 5 HaUMOHAIBHON CTPATErHH PASBUTHA HCKYCCTBEHHOTO HHTE/IEKTA.
X MonnynkT «r» myRkTa S HanuonansHoll CTpaTerinH pa3BHTHA HCKYCCTBEHHOTO HHTENNEKTA.
2 MMoanmyHKT «p» AYHKTA 5 HaLHOHANEHON CTPATErHM pasBHTHA HCKYCCTBEHHOTO HHTE/NEKTA,
3 Monmynkr «t» nyHkTa 5 HallOBANBHOM CTPaTeIWH PasBUTHA HOKYCCTBEHHOTG HHTEUICKTA.
4 TMoanyHET «a» nyHkTa 5 HaimonansHoit cTpaTerui passHTHA HCKYCCTBEHHOTO HHTEIISKTA.
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4) Ipd B3aHMOJEHCTBHH B ¢(popMaTe CTPOro 3aJaHHBIX INAGIOHOB 3alpocoB H
OTBETOB:

ompelieieHsl  MAblOHBE  3anpocOB  [IONB30BAaTENCiH, HAanpaBIEeMBIX B
HCKYCCTBEHHBIH HHTEVIEKT, U oOecredeH KOHTPONbL COOTBETCTBHA  3aIPOCOB
YCTAHOBJICHHEIM LIa0IOHaM;

OTIpE/IC/ICHK  IIAGTOHE OTBETOB HCKYCCTBEHHOIO HHTENIEKTd H 00eCIedeH
KOHTPOJIb COOTBETCTBHS OTBETOB YCTaHOBICHHBIM  omeparopoM (o0magaremem
undopMaruy) madbnoHaMm;

6) mpu B3aumMozeiicTBuu B popmaTe CBOOOIHOM TEKCTOBOH (OPMBI 3alIPOCOB H
OTBETOB!

OMpe/ieNeHsl AN HANpaBiieMbIX B HCKYCCTBCHHBIH HHTEIUIEKT 3alpOCOB
MOJIB30BaTeNeH JOMyCTHMBIE TEMAaTUKH H 00eCeUeH KOHTPOIh COOTBETCTBHA 3afIpOCOB
JOMYCTHMBIM TEMATHKAM;

onpenesieHsl GopMaThl OTBETOB UCKYCCTBEHHOTO HHTEIIEKTa B COOTBETCTBHH C
JONYCTAMBIMH ~TEMATHKaMH H 00€CIed4eH KOHTPOJIbE COOTBETCTBHS  OTBETOB
YCTaHOBJICHHBIM oneparopoM (oOnaaateneM HHGopMannd) GopMaTaM H JOMYCTAMBIM
TEMAaTHKaM;

B) pa3pabOTaHbl CTATHUCTU4ECKUE KPHTCPHUH [N BBLABJICHHA HENOCTOBCPHBIX
OTBETOB HCKYCCTBEHHOTO MHTCIUICKTAa 1A IOCHeAyomero cbopa M aHauM3a
HEIOCTOBEPHBIX OTBETOB;

I') obecrieyeHo pearHpoBaHHE Ha HEJOCTOBEPHBIC OTBETH HCKYCCTBEHHOTO
HHTEJUIEKTa TOCPEACTBOM OTpaHW4eHHs OOJIaCTH MPUHHUMACMBIX PELICHHH M (MM)
peanu3alui GYHKIHH HHOOPMALMOHHOH CHCTEMEI Ha OCHOBE HEJOCTOBEPHBIX OTBETOB
HCKYCCTBEHHOTQ HHTEIUIEKTA.

IpH HCONMB30BAHHH B HHOPMALMOHHEIX CHCTEMAX HCKYCCTBEHHOIO HHTEJICKTA
K CEPBHCOB HA OCHOBE HCKYCCTBEHHOTO HHTEIUIEKTa AOJDKHO OBITH HCKIIIOYEHO
HEPETTIaMeHTUPOBAHHOE BIMABHE UCKYCCTBCHHOI'O MHTEIUIEKTA Ha IapaMeTphl MOJCIIH
HCKYCCTBEHHOT'O HHTE/UICKTA H Ha PYHKIHOHUPOBaHHE HHPOPMALHOHHBIX CHCTEM.

HemocpeacTBeHHO B cOCTaB HH(OPMAIMOHHBIX CHCTEM ITO/DKHBI BKIIOYATHCH
NIOBEPEHHBIC TEXHONOTHH HCKYCCTBERHOTO HHTE/IEKTA?® WM HX KOMIIOHEHTSL.

62. MeponpusaTHa MO PEalH3alliH B HHGOPMALMOHHBIX CHCTEMAaxX Mep Mo HX
3aIHTE U COAepKaIeca B HUX HHPOPMALHNA JOJDKHBI BKTIOYATh!

1) peanuzaumoo  Ga30oBBIX Mep  3allUTHl  MHGOPMALHOHHBIX CHCTEM H
cofepxaieiicda B HUX HH(POPMAaLMH COOTBETCTBYIOLIMX KIACCOB 3allIMINEHHOCTH,
yCTaHaBJIHBaEMBIX ollepaTopoM (obnanaTeneM HHPOPMALIMK);

2) aganranuo 6a30BEIX Mep 3aMHTH! HHGOPMALHOHHBIX CHCTEM H COCPKAIMIECHTH
B HHX HH(pOpMAIMH TPHMEHHTEIBHO K apXUTCKTYpe HHPOPMALHOHHBIX CHCTEM,
OPUMEHAEMBIM HHPOPMALMOHHBIM TEXHOMOTHAM, OCOOSHHOCTAM (YHKIHOHHPOBAHHMS

2 [ToanyHKT «Up» NyHKTA 5 HauHOHANBHOM CTPaTernn pasBHTHA HCKYCCTBEHHOTO HHTSICKTS.
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HHGOPMALHOHHBIX CHCTEM,

3) BepuHKAlMI0 AZANTHPOBAaHHOIO Ga30BBIX MEP 3ALIMTH HHGPOPMALMOHHBIX
CHCTEM U COAeprKalllelica B HHX HHPOPMALHY B COOTBETCTBHY C aKTYAIBHBIMU YTPO3aMH
H BO3MOXHOCTAMH HAPYIIUTENCH, NX JOTIONHEHHE U (WIN) YCHIEHHE,

63. B uHpOPMALIMOHHBIX CHCTEMAaX MODKHBI OBITH PEAJH30BaHBI CICAYIOLIHE
6az0BBle MeEpH 3AIOUTHL HHGOPMALMOHHBIX CHCTEM H coAepxamiedcs B HHX
HHpOPMAIHH:

a) HaeHTH(UKANNA U ayTeHTU(QHKANHS;

0) ympasiieHHE TOCTYIIOM;

B) perucTpanis coObITUl $€30MacHOCTH;

r) 3aI(HTA BUPTYaIM3alKi H 00NaYHbIX BEIYUCICHUH ",

1) 3alIATa TEXHONOrHil KOHTEHHEPHBIX CPell H X OPKECTPALUH®

€) 3all[HTa CEPBUCOB 3IEKTPOHHOM MNOYTHI,

’K) 3al[uTa BEO-TEXHOMOTUM;

3) 3aIHTa IPOrPAMMHBIX HHTepdEHCOB B3aUMOISHCTBHA NIPHIIOKEHHH;

H) 3all[HTa KOHSYHBIX YCTPOHCTB;

K) 3aliTa MOOHIIBHBIX YCTPOHCTB,

1) 3al0UTa TEXHOJIOTHH HHTEpHETa BeLei~®;

M) 3aLIUTa TOYeK OeCIpOBOJAHOrO ZOCTYNA,

H) aHTUBHPYCHas 3aILHTA,

0) OOHapYXCHHE H MPeAOTBpaIlieHHEe BTOPXKEHUH Ha CETEBOM YPOBHE,

1) CerMEHTALIUA U MEXCETEBOE IKPAHUPOBAHHE,

p) 3allIHTa OT KOMITBIOTEPHBIX aTaK, HANpaBICHHEIX Ha OTKa3 B 06CIyKHBaHUH,

¢) 3alMUTa KAHAIOB [MepeJat JAaHHBIX U CETEBOIO B3aUMOJICHCTBHS.

64. Peanusarus MEp 110 3aIIUTe HHAOPMALHMOHHBIX CHCTEM H COACPIKAIICHCA B
HUX HHGOPMAIMH, MONJCKAINHE peanH3allil, JODKHA OO0ECIeqHBAaTh 3aIUTY OT
HapyImuTeNeH Co CNeAYIOINMH YPOBHAMH BO3MOKHOCTEH:

B HH()OPMAIMOHHBIX CHCTEMax 3 KiIacca 3alIHIMIEHHOCTH — OT HapyIUHTeIei ¢
0a30BBEIM YPOBHEM BO3MOKHOCTEI;

B HH(GOPMAHOHHBIX CHCTEMax 2 KJacca 3allHIEHHOCTH — OT HapymmTeneH ¢
MOBBHILICHHBIM YPOBHEM BO3MOKHOCTEH,

B HHPOPMALMOHHBIX cHcTeMaX | Kiacca 3aNIMINEHHOCTH — OT HApyIIMTENeH ¢
BEICOKHM YPOBHEM BO3MOXKHOCTEH.

OnepatopoM (obmagateneM HHGBOPMALKMK) MOXET OLITL NPHHATO PEIICHHE O

26

26 [ToanyHKT «1» nyHkTa 4 CTpaterus pasBUTHA HHPOpMaHoHHOTO 0fmecTsa B Poccuiickoii denepaunu ra 2017 — 2030
rogsl, yreepxaennoii YxasoM Mpesunenta Poccuiickoit Geaepauun o1 9 mas 2017 r. Ne 203.
27 [ynxr 3.10 nanmonansHoro craHAapta Poceniickoit ®egepauyn N'OCT P 70860-2023 «JndopManoHHbIe TEXHOMOTHU.

O6aupele BeMHCISHNA, OOIIHE TEXHONOTMH H METOMB», YTBEPKACHHOTO M BBefEHHOTO B JEHCTBHE IPHKA3OM
Poccrangapra ot 28 aerycra 2023 r. Ne 700-ct (M., PI'BY «MHCTHTYT CTAHAAPTH3ALHHY, 2023).

28 [ToanyHKT «B» MyHKTa 4 CTpaTerun paiBuTHA HHGOpMauHoHHoro obmectsa & Poccutickoi depepaunn va 2017 — 2030
rogel, yreepxnaennoii YxasoM Mpesuaenta Poccniickoit @eaepauun ot & Mas 2017 r. Ne 203
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PUMCHEHNH MeEP 3alMMTHl MHPOPMALMOHHBIX CHCTEM H COZEpKalleHCs B HHUX
HHGOPMALIMH OT HapyIIUTeNeil ¢ 6oilee BEICOKHM YPOBHEM BO3MOXHOCTEH,

65.C nenpl0 MOATBEPKACHUS JOCTATOYHOCTH IPHHATBIX MED  3ALLUTHI
HH(OPMAIIMOHHEIX CHCTEM H COAepKalleHcs B HUX HHbopMalMu 10 Havana o0paborku
u () XpaHeHHs WHPOPMALIUH B TOCYNApCTBEHHBIX HH(POPMALMOHHBIX CHCTEMAX
ZOIKHa OBITE TpOBEJeHa MX arTecTanus’ Ha COOTBeTCTBHE TpeOoBaHMAM B
cooTBeTCTBHY ¢ TTOPAIKOM OPraHM3alMH U IPOBeaeHHs PaboT 10 aTTeCTalHH 0OBEKTOB
MEQOPMATH3ALMHE Ha COOTBETCTBHE TPeOOBaHHAM O 3alIMTE HHQOPMALMH
OrPaHHYEHHOTO JOCTYIIA, HE COCTABMIAIOLICH roCyAapCTBEHHYIO TalHY, YTBEPKACHHBIM
npukaszoM ®CTIK Poccuu ot 29 anpens 2021 r. Ne 77°°.

PemeHne o HeoOXONMMOCTH aTTeCcTAlMH HHBIX HH(POPMALUMOHHBIX CHCTCM
rOCyJapCTBEHHBIX ~ OPraHOB,  [OCYJIaPCTBCHHBIX  YHHTapHBIX  NPEANpPHATHI,
rocyJapCTBEHHBIX YUPEKISHUH IPUHUMASTC PYKOBOJHTENEM onepaTopa (obnazarens
HH()OpPMAIIHH ), OTBETCTBEHHBIM JIHLIOM.

66. MeponpyaATHA TO KOHTPOMIO YPOBHA 3alIMINEHHOCTH HHQPOPMALHK,
comepxameiics B MHGOPMANMOHHEIX CHCTEMAX, MOMKHBI 00eCIeYHBATL BKIFOICHUE
MPOBEACHAA OLUEHKH BO3MOXHOCTEH HapylleHHa Ge3omacHOCTH HHpopMauuu 1 (UIH)
HapyiieHns GyHKIHOHHPOBaHHA HHPOPMALHOHHBIX CHCTEM BHELIHUMH M BHYTPEHHUMH
HAPYIIUTEIAMI.

KOHTpONL YpOBHA 3aIUHIICHHOCTH HH(POPMAUHMH JODKEH MPOBOZHTHECA B
COOTBETCTBHM ¢ BHYTPEHHHUMH PErTIAMEHTAMH IO 3aliMTe HHPOPMALHH OJHAM HIH
COBOKYMHOCTBIO CEAYIOIIHX METOIOB:

a) aBTOMATH3HPOBAaHHOE M (WIM) pPyYHOE  BBIABICHHE  YA3BUMOCTEH
HHGOOPMAIIHOHHEIX CHUCTEM C MOCHCAYIOIEH 3KCIIEPTHON OUCHKOW BO3MOXHOCTH HX
HCIIONB30BAHMS HAPYLINTEAEM I/ HApYyUWIEHHsT 0e30MacHOCTH HH(OPMALUH U (HiH)
HapyLieHns $pyHKIMOHHPOBaHUA UH(POPMALUOHHEIX CHCTEM;

0) BbIMBJICHHS  HECAHKUHOHHMPOBAHHBIX  IMOAKMIOYEHHMH  YCTPOHCTB K
UHGOPMALIHOHHBIM CHCTEMAM;

B) TECTHPOBaHHC MHPOPMALMOHHBIX CHCTEM ITyTEM MOJCTHPOBAHUSA PeaIli3aLliy
AKTyaJBHBIX YIPO3 C LENbI0 OMEHKH BO3MOXKHOCTEH HECAHKIIHOHHPOBAHHOIO AOCTYINA K
HuM (BO3ACHCTBHI Ha HHX) HIM IOBBILECHHA NPHBHIETHH TNpH pPeanu30BaHHBIX
MEPONPUATHAX H Mepax N0 3alHTe HHPOPMALHMOHHBIX CHCTEM H COAEPIKAILCHC B HUX
HH()OPMALIHH;

I) NPOBEACHAE B COOTBETCTBHH C INIAHOM TPEHHPOBOK IO 0TpaboTke pabOTHHKaMH
oneparopa (oOmamarens uHQOpMalMH) AeHCTBUI MO 00ECIEUCHHIO YPOBHA
3AIMIIEHHOCTH HHpOPMAIHH, COICPKAILCHCA B WHQOPMALMOHHBIX CHCTEMAX, B
YCTOBUSX PeallH3alNK aKTYANBHBIX YTPO3.

¥ MMoanyukr 13° nmynxra 8 [Monoxenus o GCT3K Pocchn
30 3aperncTpuposan Mumroctom Poccun 10 aBrycra 2021 r., pernctpalHoHHEH Ne 64589
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67. KOHTpOnp ypOBHS 3aIUIIEHHOCTH HH(GOPMALMU AOJLKECH IPOBOAUTHECH HE
peke OMHOTO pa3a B TPH rofa WM MociIe KOMIBIOTEPHOTO HHIHMAEHTA, IPOH30LLIEIIETO
y onepatopa (obnagarens uH$popmanuu). MeToAbl KOHTPOIA YpOBHA 3AIMLICHHOCTH
pHPOPMALMHE M [EPHOAUYHOCTH €ro IIPOBECHHA ONpEACIATCA OMepaToOpOM
(obnamarenem uHpOpMaLMH) BO BHYTPECHHEM perflaMeHTe.

[Io pe3ynsTaTtaM mpoBeJeHHA KOHTPONA YPOBHA 3alIHIIEHHOCTH HHGOPMALMH
pa3pabaThIBacTCA OTYET, KOTOPBL NOANMCHBAECTCA MTHIAMH, TIPOBOMBIIUMH KOHTPOIIB.
Oruer OO/KeH OBITH NPEACTABJICH B TedeHue 3 pabouux OHEH ¢ NaThl 3aBeplIcHHA
KOHTPOJIS YPOBHS 3AIIAIIEHHOCTH HHGOPMALHH PYKOBOJHTEIIO oneparopa (obnagatens
MH(OpMAIIUH), OTBETCTBEHHOMY JIMIy A MPHHATHA NPH HEOOXOAMMOCTH pPelleHus
pykoBoauTens oneparopa (06nagarens HEGOPMALIHH) O BLISICHHN PECYPCOB C LIENBIO
HOBBILEHHA YPOBHA 3aUIMINSHHOCTH MHGopManuu. OT4ET HANpaBIAeTCA ONEPaTopoOM
(obmagarenem ungopmauun) B PCTIK Poccun B Tedenne 5 pabounx IHEH ¢ IaTHI
3aBEPLICHHS] KOHTPONS YPOBHS 3ALIMINEHHOCTH HMHMOPMALMM B LENAX MOHHTOPHHIA
TEKYILET0 COCTOAHUA TEXHHYECKOM 3aLMTH HH(pOpMaLmu.

68. MeponpuaTis M Mepbl 1O 3allUTe HHPOPMANMH, NPEIYCMOTPEHHBIC
TpeGoraHUAMH, TO/DKHBL PEATM30BBIBATECA ONEpaTopoM (obaamaTeneM HHOOPMALHH) C
HCIONB30BaHHEM MeToaudeckux AokymenTos ®CTOK Poccuu.

69. [Ipu OTCYTCTBUM BO3MOXHOCTH PeaIH3alHK OT/JENBHBIX MEPONPHATHH H (UIH)
NPHHATHA MEP 10 3aiuTe HHPOPMALHH B COOTBETCTBUH ¢ TpeGOBaHUAMH ONEPATOPOM
(oGmagaresieM  MHpoOpMalMH) AODKHBI  OBITH  paspaboTaHel M BHEAPEHBI
KOMIICHCHPYIOIHE Mepbl, MO3BOIMIONIHE 06eceunTsh OIOKHPOBaHHE (HEHTPATH3AIMIO)
aKTyalbHBIX yrpos. [Ipu 3ToM onepatopom (obnamarenem HH(GOpManHH) JO/DKHO OBITH
060CHOBAHO MPUMEHEHHE KOMITEHCUPYIONIUX Mep Ha 3Tane co3/aHus HHPOPMAIlHOHHEIX
CHCTEM, a IIpH ATTeCTalMH WHQOPMAUMOHHBIX CHUCTEM — HOATBEPKACHA HX
s dexTHBHOCTS A1 GIOKMPOBaHUS (HEHTpaIU3aluK) aKTYAJIBHBIX YTPO3.

70. Texuudeckse Mepbl O 3amMTe WHQOPMALMH JOKHBI NPHHEMATHCA Ha
almapaTtHoOM, CHCTEMHOM, MPUKIAJHOM YpOBHAX, a Takke B HH(QOPMALHOHHO-
TeNeKOMMYHUKAIMOHHON HHppacTpykType Inpu ee¢ Haauuuu. Ha anmapataoM H
CHCTEMHOM YPOBHAX 3allliTa WHGOPMALUHH TODKHA 00cCIednBAaTECA MOCPEICTBOM
OPUMEHEHH BCTPOSHHEIX B ambapaTHOE OOECHEYeHHE M CHCTEMHOE IPOTPaMMHOC
obecmeucHue cpedcTB 3amuThl WHGopManmu. Ha npuxknaaHoM W CETEBOM
(MHpPACTPYKTYPHOM) YpOBHAX 3alliuTa MHQOPMALMU JODKHA obecneuuBaTbes
NpHMEHEHHEM BCTPOSHHBIX B [IPUKIAHOE MPOTrPAaMMHOE 00eCeueHue CPECTB 3alHThI
HHpopMauun M (HWIH) NPHMEHEHHEM HAJIOKCHHEIX H CETEBHIX CPEACTB 3aIIHTHI
HHGPOPMALIHH.

71. Ins samutet HHEGOPMALUH JODKHBI MPHMEHATBCS CEPTH(HIMPOBAHHbIE
CPE/ICTBA 3AMNTH NHPOPMALHH B COOTBETCTBHH C HHCTPYKUHAMH (TIPaBUIAMH) IO HX
9KCIUNTYATALIMH,  YCTAHOBIEHHBIMH  paspaforTumMkaMH B 3KCHIYaTalMOHHOH
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JAOKyMeHTalud. IIpHMeHsAeMBle CpeAcTBa 3amuThl HHGpOPMAaUMM NOJDKHBI OBITH
o0ecmedeHbl CO CTOPOHB! HX pa3pa00TYHKOB MOAAEPKKOH 6€30IIaCHOCTH Ha TEPPHTOPHH
Poccuiickoit @eaepaninn, BKI0OYAs BHITYCK 1 MPUMEHEHUE OOHOBICHUH NTPOrPaMMHOIO
obecneuenns, obecneyHBalONINX YCTpAHEHHE BRIABICHHBIX YA3BHUMOCTEH, AedEKTOB U
HEOCTATKOB.

CpencTBa 3anuTh! HHGOPMAIIAH JOIKHEI IPHMEHATECA € COOII0AEHHEM 3aIPETOB,
YCTAHOBIEHHBIX NYHKTOM 6 Yka3za [Ipesunenra Poccuiickolt ®deaepauun or 1 mad
2022 1. Ne250 «O ZDOMONHHTENBHLIX Mepax Mo obecnedyeHuo HHPOPMALMOHHOMN
6esomacHoCcTH Poccuiickoii ®enepannn».

72. IlpumeHnsemble cepTHGUUHPOBAHHBIE CPE/ICTRA 3aMTH HHPOPMALIMH JODKHDI
COOTBETCTBOBATD!

VTS 3aIUTHl HHGOPMALIMOHHBIX CHCTEM | KTacca 3alIMIICHAOCTH — He HIDKE YeM
4 Knaccy 3alATHI M YPOBHIO AOBEPHA

U1 3aIKUTH HHPOPMALMOHHBIX CHCTEM 2 Kilacca 3aIlHIICHHOCTH — HE HHXKE YeM
5 Kj1accy 3alUTEL H YPOBHIO HOBEPHS;

IJIA 3aIIMThI MHQOPMAIMOHHBIX CHCTEM 3 KiIacca 3alllMIIEHHOCTH — 6 Knaccy
3aIUHTHI 1 YPOBHIO JOBEPUS.

73.Ha cragusx >KM3HEHHOTO LHKNIAa TOCYOAPCTBEHHBIX HHGOPMAllHOHHEIX
CHCTEM Mephl [0 3amuTe HHGOPMAUHH JOKHBEI TNPHHAMATBCA 3aKa3uHKaMH,
ommepaTopaMH B COOTBETCTBHH ¢ TpeboBaHMAMM K MOpPAOKY CO3AaHHUA, Pa3BHTNI,
BBOJA B IKCIIyaTallHI0, SKCILUTYaTallky U BBIBO/A H3 SKCILIyaTallHH IOCyapCTBEHHBIX
HHGOPMALMOHHBIX CHCTEM H JalbHEHIIero XpaHeHHs copepxalneics B ux Oasax
MaHHBIX ~ uHHQpoOpMalMH, YTBEepKACHHBHIMH MOCTaHOBACHHEM  IIpaBHTENBCTBA
Poccuiickoit ®epepannn ot 6 uronsa 2015 r. Ne 676, Ha craquax KU3SHCHHOTO LIMKJIA
MHBIX WHQOPMALIMOHHBIX CHCTEM — B COOTBETCTBUH C pPa3lenoM 5 HallHOHAIBHOTO
ctaugapta Poccuiickoii ®enepammu I'OCT P 51583-2014 «3aumra nHpopMalu.
[Topazok co3MaHMA aBTOMATH3UPOBAHHBIX CHCTEM B 3alIUIIEHHOM HCIONHEHHH.
O6mue TpeOoBaHUA.», YTBEPKJICHHOTO W BBEICHHOTO B IEHCTBUE IPHKA30M
Poccranmapra ot 28 auBaps 2014 r. Ne 3-ct (M., ®I'VII «Crangaptuadopm», 2014).

3 TTymxr 2, noanyskt 13! nynkr & Monoxkenns o GCTIK Poccun.




[punoxerue K

TpeGoBaHuAM O 3aIINTe HHPOPMALMH,
coiepkalIeiics B roCyAapCTBEHHBIX
HHPOPMALMOHHBIX CHCTEMAX, HHBIX
HH(POPMATHOHAKIX CHCTEMAaX MOCYIAPCTBEHHBIX
OPraHoB, TOCYAAPCTBEHHBIX YHUTAPHBIX
NpeanpHATHii, TOCYIapCTBEHHBIX YUpPEKICHHIH,
yTBepixaAeHHbIM mpukazoM PCTIK Pocenu

ot « [ » anpens 2025 . Ne ({7

TpeGoBanusa Kk oNpee/IcHHIO KJacca
3AMMIICHHOCTH HH(pOPMALHOHHO CHCTEMBbI

1. OmeparopoM (oOnamarenem uHGOpPMALIHH) YCTaHABIHMBAKOTCA TPH Kiacca
3ALMINEHHOCTH HH(POPMAIMOHHBIX CHCTEM, ONPEJAENAIONINE YPOBHH 3aIHUILICHHOCTH
cofepxaieiicsa B HUX HHGOPMAaIHH.

CaMplii HM3KMH Kjimacc — TpeTHH, caMblii BeICOKMH — mnepBeIH. Kimace
3aIHIEHHOCTH HHQpOpManuoHHOH cHcTeMbl {mepBeiii Kiace (manee — K1), Bropoii
knacc (namee — K2), tperuit knace (manee — K3) onpenensercsa B 3aBUCHMOCTH OT
ypoBHA 3HaunMocTH uHopMmamuu (panee -— VY3), obpabaTeiBaeMON B 3TOH
HHPOPMAIIHOHHOH CHCTEME, H MACIITa0a HH(POPMALIOHHON CHCTEMEI.

2. YpoBeHb 3HAUUMOCTH HH(QOPMALUH ONPEAEIIASTCA B 3aBUCHMOCTH OT CTEICHH
BO3MOXHBIX HETaTHUBHBIX MOCNEACTBHI (yep6a) mms obnanaTens HHGOPMAIHH U (HIIH)
omeparopa OT HapylleHHs KOH(QHIESHUHAIBHOCTH (HENPAaBOMEpHBIE  HOCTYI,
KOMUMpPOBAHKE, IPEAOCTABIEHHE HIIH PACIIPOCTPAHEHHE), LETIOCTHOCTH (HEMPAaBOMEPHBIC
VHHUYTOXKEHHE HIH MOAMGHLHPOBAHHE) HIH JOCTYNHOCTH {(HEIPABOMEPHOE
6noxuponanne) uapopmanui. Heratususie nocneactsns (ymepo) onpeacnsaorcs B TOM
YHCIE HA OCHOBE TEPEYHs] HETATHBHBIX IMOCNENCTBUH, BKIIOUSHHBIX B OAHK JaHHBIX
yrpo3 6e3onacHocty HHpopmann PCTIK Poccnn.

Crenenp BO3MOXHOro ymepba onpegemierca obnagareneM HHOOPMaAlMH HIIH
oneparopoM (obnagareneM HHGOPMaLHH) B COOTBETCTBHH C TabauueH 1:
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Tabaumal
Crenens BO3MOKHOTO Bo3MokHbBIH ymepd oT HapyueHHs 6e30MacHoCTH
yiuep6a HHpoOpMALHH H (11n) GYHKIHOHHPOBAHHA
HHGOPMALHOHHOH CHCTEMBI
Bricokas Bo3MOXHBI CYIICCTBCHHBIC HCTATHBHEIC IIOCJICACTBHA B
COIINAJILHOH, MONHUTHYECKOH, MEXIYHAPOIHOM,

SKOHOMHYECKOH, (UHAHCOBOH WM MHBEIX 00NacTAX
AeATenbHOCTH U (W) HHPOpMALMOHHAA CHCTEMA U (WIIH)
omeparop, o0naaarens UHGOPMALIMH HE MOTYT BbITOIHATE
BO3JI0K€HHBbIE Ha HUX (YHKUHUH

Cpennsag . Bo3MOXHBI yMEpeHHBI€ HEraTHBHBIE IIOCIEACTBUS B
COLIMAJIBHOM, MOTUTHYECCKOH, MEKIYHApPOIHOH,
YKOHOMHYECKOM, (UHAHCOBOM WM MHBIX OOnacTax
nedrensHocTd U (i) HHPOpMAalMOHHAA CHCcTeMa U (MITH)
omeparop, o0naaarens UHGOPMALIHY HE MOTYT BBIIOJIHATE
x0T OBl OIHY U3 BO3JIOKEHHBIX HAa HUX (PYHKIHH

Hiskasn B03MOHEI HE3HAUMTENbHbIE HETAaTUBHBIC MOCIEACTBUSA B
COLIMANBLHOM, MOIUTHYECKOIH, MEXIyHApPOIHOMH,
9KOHOMHYECKOH, (UHAHCOBOH WM HHBIX oOIacTIX
AeaTenbHoCTH U (HAH) HHGOpMAIlMOHHAA CHUcTeMa H (MITH)
omeparop, 00nagaresis NHOOPMAUMM MOTYT BBIIOIHATE
BO3JIOKEHHBIE HAa HHX YHKIMH ¢ HEJOCTATOYHOH
3¢ (heKTHBHOCTRIO WIH BBHIDOMHEHHE (PyHKIHH BO3MOXXHO
TOJIBKO C MIPUBIIEYCHHEM JOMOIHUTENBHBIX CHII B CPEICTB

3. BolcOKHil ypoBeHb 3HaUMMOCTH (Janee — Y3 1) ZOIDKEH YCTaHABIHMBATHCH,
ecmH  XoTd OBl Jma  oaHoro M3 cBoiictB  GesomacHocTH — MHGOpMAanuu
(koHPUACHIHATLHOCTH, LIETOCTHOCTH, IOCTYIHOCTH) OMpPEAEIeHa BBICOKAsA CTENCHb
yiepdba.

Cpenumii ypoBeHb 3HaUHMOCTH (Hanee — Y3 2) JOIDKEH yCTAHABIHBATLCA, €CIH
X0Ta OBl /11 ONHOTO M3 CBOUCTB 6e30MacHOCTH HHPOpMAUHH (KOH(PUIASHIHATBHOCTH,
LEJIOCTHOCTH, AOCTYIMHOCTH) ONMpEACIeHa CpeHAs CTCNEHb ymepba u HET HH OJHOTO
CBOJCTBa, I KOTOPOTO ONpe/ieNieHa BHICOKas CTEHeHb yiepoa.

Husknit ypoeeHb 3HAUHMOCTH (flatee — Y3 3) NO/DKEH YCTaHABIHMBATHCH, €CIIH
IUI9 BCeX CBOMCTB O€30MacHOCTH HHGpOpMAUHH (KOHQHICHUHATLHOCTH, LETOCTHOCTH,
JOCTYIHOCTH) ONpeAeTCHB HI3KUE CTeNMeHH yiuepoa.

4, lna wHpOpMALMH, KOTOpasi OTHECEHa K HH(POPMallMM OrpaHHYEHHOIO
PACIPOCTPAaHEHHA H U1 HOCHTEJNISH KOTOpOH YCTAHOBJICHA OrpaHUYMTEIBHAsA ITOMETKa
«IUIA Cnyxe0HOrO MOMb30BaHU», HTOMKEH ObITh ycTaHOBNIEH Y3 1.
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5.1lpu o06pabGoTke B WHPOPMALMOHHON CcHCTeMe MABYX H 0olce BHIOB
nrdopMalny Y3 onpenenserca OTAEBHO I KaXKA0ro BUIa HHpopMauun. HTorossri
V3, obpabateiBacMoil B HHPOPMALMOHHONH CHCTEME, YCTAHABIMBAETCH [0 HAUBBICLIHM
3HAYEHHAM CTEMCHN BO3MOKHOTO yiepOa, onpeleNneHHbIM Ul KOHGUICHIHATBHOCTH,
HENOCTHOCTH, TOCTYMHOCTH MH(OPMALIHA KAXIOT0 BUJa HHOOPMALIHH.

6. Ind undopMallMOHHON CHCTEMBI JOJDKeH OBITH omlpereneH (eaepanbHBIH
Maciitab, ecnd OHa TpelHA3HA4YCHA JUid pelleHUs 3aJad Ha BCEH TEPPHTOPUH
Poccniickoit ®epepaiun unu B mpenenax AByX M Honee cybbekroB Poccuickoil
Depepanun.

HJia uHpopMallMOHHON CHCTEMBI JOIKEH OBITE OIpeNeieH pPEerHoOHaILHEIH
MaciuTad, ecli OHa MpeJHA3HAYEHA JUTA PENICHHA 3a1a4 B [peesaX oJHOTO CyOBeKTa
Poccuiickoit @eaepanumn.

Jnsa uHpOPMALIHOHHOH CHCTEMBL AOJDKEH OBITH ONpefeneH 0ObEeKTOBOH MacLITab,
€ClIM OHA MpeJHa3HAuYeHa /Uil pellleHns 3334 B npeaenax o0bekra (00BeKTOB) OJHOIO
rOCY/apCTBEHHOTO OpraHa, MyHUIMIIAILHOTC 00pa3sOBaHHA, OPraHA3ALNH.

7.Kmacc 3alUMINEHHOCTH HHPOPMALIMOHHON CHCTEMBI OMNpPEHEIIETCA B
COOTBETCTBUM ¢ Tabnu1ei 2:

Tabnuua 2
y3 Macmitad HRpOPMALHOHHOH CHCTEMBI
DenepalbHbIi PernoHaIbHbBIH OobexToBLIH
V31 K1 K1 K1
V32 K1 K2 K2
V33 K2 K3 K3

8. Knaccel 3ammmieHHOCTH WHGOPMAMOHHBIX CHCTEM, (PYHKIMOHHPYIOIHUX Ha
Gaze HHPOPMAIHOHHO-TEICKOMMYHHUKAIIHOHHON HH(PaCTPyKTYphbl, HE HOJLKHEI OHITH
BBIIIIE KJIacca 3allHUIIEHHOCTH 3ToH  HHGPOPMALHOHHO-TENEKOMMYHHKALHOHHOM
HH)PACTPYKTYPBL.

9. JJomyckaeTcs MPHCBOSHUE OTASABHBIM cerMeHTaM MH(OPMALMOHHOH CHCTEMEI
pasHBIX K/IACCOB 3AINMLIEHHOCTH. B 3TOM cilydae Mephl MO 3amuTe HHGOpMALUH
CErMEHTOB HH(POPMALHOHHOM CUCTEMBI H COOEPKAILCHCS B HHX HHPOPMAITHU-TOJDKHEI]
HOPUHUMATHCSA B COOTBETCTBUU C MPUCBOCHHBIMH MM KJIaCCaMH 3alllHILEHHOCTH.

10. Pesynerarsl knaccupukanuu oGopMIBIIOTCA aKTOM, KOTOPBIH YTBEPKAACTCH
onepatopoM (oOnagareneM uHdpopMammun). AXT KlacCH(pHKAHN JODKEH COAEPKATh
HAUMCHOBaHNE KIACCUPHUUPYEMOI CHCTEMBI H CETMEHTOB HH(POPMALIMOHHOH CHCTEMBI
NPH UX HANU4IHH, ¥ 3 MiH V3 B cerMeHTax HHPOPMAMOHHON CHCTEMEI IIPU HX HANTHYKUH,
MacmTad HHGOPMAMOHHOW CHCTEMBI U (M) CETMEHTOB HHPOPMAHOHHON CHCTEMEI
MpH UX HATHYHH, IPUCBOCHHBIH KIIAacC 3aIIHIIEHHOCTH HH(OPMAIMOHHOH CHCTEME HITH
CerMeHTAM HH(OPMALMOHHON CHCTEMBI IMPH HX Hadu4uuu. Jlomyckaercs odopmiieHue
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€IHHOTO aKTa KIACCU(QUKAIUM HAa HECKONBKO CErMEHTOB HH(POPMALMOHHON CHCTEMBI
OJHOTO onepatopa (obnagarens napopMaHm).

11. Knacc  3amuuieHHOCTH  HMHGOPMALHOHHOM  CHUCTEMBI  (CErMEHTOB
HHGOPMALIHOHHOH CHCTEMBI) TOMJIEKHT IIEPECMOTPY HpPH H3MEHEHMHM MaciuTaba
HH(POPMALUOHHOH CHCTEMBI (CETMEHTOB HH(MOPMAIIMOHHON CHCTEMBI) MM 3HAYHMOCTH
cofepKaimeiics B Heil nHbopMaLuH (B ceTMeHTaX HHPOPMAIHOHHOH CHCTEMBL).




